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ABSTRACT. In a predicate encryption scheme, a secret key associated with a predicate
f can decrypt a ciphertext corresponding to an attribute I when f(I) = 1. The predi-
cate encryption scheme which supports inner product enables more complex evaluation
on CNF/DNF formulae. Recently, a fully secure predicate encryption scheme support-
ing inner product was presented by Okamoto et al. When converting this scheme into a
searchable encryption scheme, it should be found that the space and time complexity in
this scheme can be improved. According to this issue, we propose a new fully secure pred-
icate encryption scheme supporting inner product. Based on our scheme, a more efficient
searchable encryption scheme can be created with better space and time complexity.
Keywords: Public key system, Pairing-based cryptography, Predicate encryption, Fully
security

1. Introduction. In the predicate encryption supporting inner product (IPE) scheme,
each ciphertext associated with an attribute vector & can be decrypted by secret keys
corresponding to predicate vector ¢ if and only if ¢+ & = 0. The first IPE scheme has
been proposed in [1]; however, they were proven in the selective security model. Recently,
fully secure PE was proposed by Okamoto and Takashima [2]. The IPE scheme can be
easily changed to be a searchable encryption scheme [5]. When we obtain a searchable
encryption scheme by making use of an IPE scheme, the IPE scheme should be ensure
that the attribute is hiding, and the message will be neglected since the message should
be encrypted by applying standard public key encryption system, such as RSA. The
IPE scheme which hides the attribute and sets message as 1 is called predicate-only
IPE introduced in [1]. In this paper, we propose a new fully secure predicate-only IPE
scheme. Compared with the searchable encryption scheme based on the previous scheme,
the efficiency of the searchable encryption scheme based on our scheme is improved.

This paper is organized as follows. In Section 2, we give a brief introduction of bilinear
groups and state the complexity assumptions. In Section 3, we will propose our scheme
and the security proof of our scheme, and give a comparison to show the novelty of our
scheme. The conclusion is presented in Section 4.

2. Preliminaries.

2.1. Composite order bilinear groups and complexity assumptions. Composite
order bilinear groups were first used in cryptographic construction in [3]. We use groups
whose order N is a product of four (distinct) prime and a generator g which takes as input
a security parameter 1" and outputs a description I = (p1, ps, ps, p4, G, G, €), where p,
P2, P3, Ps are distinct primes, G and G are cyclic groups of order N = pypapsps, and
é : G x G — Gr is a non-degenerate bilinear map such that:

1) Bilinear: é (g“, hb) = ¢é(g, h)®, where g,h € G and a,b € Zy;
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2) Non-degenerate: If g is a generator of G then é(g, g) is a generator of Gr;
3) Computable: There is an efficient algorithm to compute é(g, h), for any g,h € G.

We further require that the group operations in G' and Gr, as well as the bilinear map
¢, are computable in deterministic polynomial time with respect to n. Furthermore, we
assume that the descriptions of G and Gr include generators of G' and G, respectively.
For S C {1,2,3,4}, we denote by G7y,_,, the subgroup of order [],.gpi. Suppose that
h, € GHiesl pand hy € GHZ,GS2 s, Where S1,8, C {1,2,3,4}. It is easy to verify that
é(hy, hy) = 1 if ged (T];es, pi X [Tics, PilN?, N) = N. This is called the orthogonality
property and is a crucial tool in our construction.

For proving the security of our construction, a General Subgroup Decision (GSD) com-
plexity assumption presented in [3] is given as follows:
GSD Assumption. Let Sy, S1, 5, ..., Sk be non-empty subset of {1,2,3,4} such that
for each j € [2, k], either S; NSy, S; NSy are both empty or S; N .Sy, S; NS are both not
empty. Given a group generator g, we define the following distribution:

G = (N = pipopsps, G, G, &) & g, Ty & G s G

ieSq Pi? iesy Pi?

Zo & Gllgpor 0 26 < Gllg p D= (G, 20,2, Zy).
We define the advantage of an algorithm A in breaking GSD Assumption to be:
Advlg a(n) = Pr[A(D,Ty) = 1] — Pr[A(D, T) = 1]. (1)

Definition 2.1. For all probabilistic polynomial-time algorithms A, if Advlga(n) is a
negligible function of n, then we can say that GSD Assumption holds for generator g.

3. Proposed IPE Scheme.

3.1. Construction. Based on the IPE model introduced in [1], our IPE scheme works

as follows.

Setup. Choosing a bilinear group G of order N = pipapsps (where py, po, p3, ps are

distinct primes) and o;, 5; € Zy, Uy, Ay € G, and Ay, By, Uy and g4 € G,, where
€ [1,n], the public key (pk) is published as:

pk = {N,U1Us, A1”" Ay, A\* Bus, ga } -

The master secret keys is msk = {a, 8;, U1, A1, g3} where g3 is a generator of G,.
Encrypt(Z, pk). Choosing n + 2 random elements s, di,ds,...,d,,d,y1 € Zy, for a
vector ¥ = {xy,xs,...,2T,}, the ciphertext C' = (C11,Cha, . .., Ciy, Co) is created as:

Cui = (A" Ay)™ % (A% By)* x g = AP Poted Q- Cy = (ULUL)* x g3+ = Ui Cy.

In ciphertext C, Cy; = A% Bs,g,% for each i € [1,n] and Cy = ¢i"+'Us.

KeyGen (v, msk). The key generation algorithm chooses r € Zy and generates random
elements R3;, R3 by using ¢g,, and raising it to the random exponents modulo N. For a
vector U = {vy,vq, ..., U, }, the key sky = (Ki1, Kio, . .., Kipn, K3) is created as:

@

r2 7"2711 iV
Ky =Uy %Ry, Ky=A; ==' 7 Rs,

where i € [1,n].

Decryption. The algorithm computes d = % If #-v=0, then d=1.

Correctness. Let C' and sk be as the above, then
Xicy

QqY4

N s A T ﬁi
J— &(Co,K) _ 6<U1 Cy,A1 R3 1

I = N - = = - = —
=1 G Kae) I, é(Als(ﬂizi+ai)C4i Ufﬁii R3i> 6(A17U1)T822:1 iV
1= k)

Obviously, if - v =0, then d = 1.
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3.2. Security. To prove the security of our IPE system, according to the dual system
encryption introduced in [6], we will introduce a special key which we call it s-key and a
special ciphertext which we call it s-ciphertext in our scheme. These will not be applied
in the real IPE system, but they will be used in the proof.

s-key: Let go be a generator of the subgroup G),. An s-key is created as follows. A normal
key K1, Ki,,...,K},, K} is constructed by the keyGen algorithm. Choosing a random
element ¢ € Zy and setting zj; = u% for each i € [1,n] and zx = a ) O‘Bf, Ky, is set
to be K{,;g5*" for each i € [1,n] and K, is set to be Kjg5™, where @ = {vy,vy,...,0n}
is the vector used in constructing normal key and a, u, «;, 3; are required from msk =
{Al = gil, U1 = g%, (679 ﬁi7gg}. The s—key is {KH, Klg, e ,Kln, KQ}

s-ciphertext: Let g, be a generator of the subgroup G,,. An s-ciphertext is created as
follows. For a vector Z, a normal ciphertext C{, C1;,C,, ..., C},,, C4 is constructed by the
encryption algorithm. Given two random elements sg, s; € Zy, for two distinct elements

00,01 € {s0,51,0}, suppose that Z(® and ¥ are two challenge vectors and msk =

[Ar = g%, U = g¥, i, B, g}, we compute 2 = foa (B + i) + bra (B + 1) for
each i € [1,n] and 2z, = u(fy + 6,). Let Cy; = C1,95° for each i € [1,n] and Cy = Chgs°.
The s-ciphertext is {Co, C11,Cha, . .., Cip, Ca}.

Obviously, for a vector v which is orthogonal to the two challenge vectors, it must
have Z?:l ZeiZki = Zezr, mod N where zg1, 2x2, - - -, Zkn, 2x are chosen from the s-key of the
vector ¢. Then the decryption algorithm can still work.

The security proof relies on GSD Assumption. We will prove security by using a hybrid
method which uses a sequence of games. These games are described as follows.

1) Gamepgeq. This game is the real security game which is introduced in [1].

2) Gamepgesirictea- This game is the same as the real game except that the attacker can
not ask for keys for vector 0 = (v, v, ..., v,) satisfying - =Y, z;v; = 0 mod po,
where & = (21, x2,...,x,) is one of the challenge vectors. We will retain this stronger
restriction throughout the subsequent games.

3) Gamey. For each k € |0, ¢], we define Gamey, which is similar to Game gestrictea €Xcept
that the ciphertext given to A is s-ciphertert and the first k keys are s-key. The rest
keys are normal. In Gameg, all the keys given to A are normal and the ciphertext is
s-ciphertext. In Game,, the ciphertext and all of the keys are in the special form.

4) Gameping. This game is the same as Game, except the s-ciphertest. Given four
random elements mg, my, mi,my; € Zn, n + 1 random elements Ryy, Rys, ..., Ry,
R, € G,y and two challenge vectors ¥ ©) and £M, the s-ciphertext of challenge vec-

e R L S L I

tor 79 is Cy; = A,
(m°+m1)R4 where i € [1,n], 8 € {0,1} and a, u, «;, §; are required from
MSK = {Al = g(117 Ul - g%7ai76i7g3}‘

Obviously, Gamep;nq is a game such that the ciphertext holds no information of 5. We
will show these games are indistinguishable in the following lemmas.

mo+my U
Ui 92

Lemma 3.1. Suppose that there exists a probabilistic polynomial time (PPT) algorithm
A such that Advi,me, | — AdvéameRestricted = €. Then we can build a PPT algorithm B
with advantage > £ in breaking GSD Assumption.

Proof: Given D = (N = p1popsps, G, Gr,é, g1 € Gp1, 93 € Gp3, g1 € Gpy), B can sim-
ulate Gamege with A. With probability €, A can generate vector v and & such that
Yor xv;mod N # 0 and Y. | x;v; mod pp = 0. B uses these vectors to produce a non-
trivial factor of N by computing a = gcd( o T, N). We set b = % Notice that po
divides a and N = ab = pipopsps, wWe consider three cases: Case 1: p; divides b; Case 2:
p1 cannot divide b and p4 can divide b; Case 3: a = pipops and b = ps.
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At least one of these cases must occur with probability > £. In Case 1, given D and T'
where T € G,, or T € G,,),, B computes T°. If T? is the identity element of Gr, then
T € Gp,. Otherwise, T' € G,,,,. Therefore, B can break the GSD Assumption.

Case 2 is the same as Case 1 except that T' € G, or T € G,,,,. B computes T°. If T°
is the identity element of G'p, then T' € G),. Otherwise, T' € G,p,.

In Case 3, given D = (N = pi1popsps, G, Gr,é, 1 € Gp1,935 € Gps, g1 € Gpy, D1Dy €
Gpipss BaBs € Gy,p,) and T where T' € Gy, 08 T' € Gy, pyp,, B computes é (T, (B2 Bs)®).
If é (T, (B2B3)") is the identity element of G, then T € G,,,,. Otherwise, T € G, p,pq.0

Lemma 3.2. Suppose that there exists a PPT algorithm A such that AdvéameRestmte .

Advg e, = €. Then we can build a PPT algorithm B with advantage € in breaking GSD
Assumption.

Proof: Given D = (N = P1P2P3P4, G, GT, é, g1 € Gpl, gs € Gpg, gq € Gp4), and 1" where
T € Gy, orT € Gp,p,, B can simulate Gamey or Gamepe, with A. To generate the public
key, B chooses random exponents a, ¢, u, a;, b;, oy and 3; € Zy for each i € [1,n] and sets
AV Ay = g ®Pigebi, A\ By = ¢1%g,% and U U, = gigs for each i € [1,n]. Obviously,
U, = g{. B sends public key {N, U, Uy, AlﬂiAM, A% By, g4} to A. Each time A asks B to

provide a key for a vector 7U) = (vy R 2 )>, B chooses n + 2 random exponents
o9 9 ()
Ui BT cji TihT cji r Yy S cinta
i, Cj1,Cj2, -+, Cint1 and sets Kli =01 ‘ g3j = Ul ¢ ggj y K2 = Al J LB g3] for

each i € [1,n].
After that, A sends B two challenge vectors, Z(® = <x§0),xg0), . ,x@) and 7(M =

<x§1),x§1),...,x7(11)>. B randomly chooses a § € {0,1}. Given Cy,Cya,...,Cy, and

Cy € Gp, randomly (Random elements of Gp, can be obtained by raising g4 to random
exponents modulo N), B generates the ciphertext as follows:

a(ﬂiaz(ﬁ)-l—ozi) .
Cu=T i Cy and Cy = T"Cy where i € [1,n].
If T € Gp,p,, suppose that T' = gjg5 , then this is a s-ciphertert with z.; = s'a (ﬁixz(ﬂ)

—|—Ozi) and z. = s'u. Note that 03 = s’ and ¢,_5 = 0 where 5 € {0,1}, this is distributed
as in Gamey. It T' € G,,,, this is a normal ciphertext. Therefore, if A can distinguish the
Gamepgeq from Gamey with advantage €, then B can use the output of A to break GSD
Assumption with advantage e. O

Lemma 3.3. Suppose that there exists a PPT algorithm A such that Advéamek_1 —

Advéyme, = €. Then we can build a PPT algorithm B with advantage € in breaking GSD
Assumption.

Proof: Given D = (N = p1p2p3p4,G, GT,é,91 € Gp1,93 € Gp3,g4 € Gp4,D1D2 S
Gpips, BaBs € Gyp,p,) and T where T € Gp,,p, or T € Gy popy, B can simulate Gamey_y
or Gamey, with A. Choosing random exponents a, u, ¢, a;, b;, o; and (; € Zy for each
i € [1,n], B sets AiP Ay = g% g%, A% By = ¢1°gs% and U,U, = gtgS for each
i € [1,n], and sends public key {N, U1U4,A1ﬁiA4i,A1aiB4i,g4} to A. When A requests

the j-th key for vector v\ = (v%j),véj), e ,vT(Lj)), B generates the normal key or the

semi-function key for vector v,

For j <k, B creates an s-key. Choosing random exponents r;, r}, z; and t;; € Zy, for i €
’U,’V‘j’U(j) ’UfT;’U(J) n ai'u(j) / n ai'u(j)
[1, n], B sets Kli =0q1 Bi (BQBg) Bi g;ﬂ and K2 :glarj Lin Bi (BQBg)arj Lin By g?Z’J
For j > k, B generates normal key(s)by choosing random expo(n_)ents rj, wj and t;; € Zn
J J
’LLTj’Ui azvl

for i € [1,n] and setting K1, = g1 % (g3)"", Ky = glaer{;l 7 (g3)™.




ICIC EXPRESS LETTERS, VOL.10, NO.8, 2016 2023

To create the k-th requested key, choosing n+ 1 random exponents W1, W2y -+ s Whpt1,

B sets Ki; = T % g for each i € [1,n], Ky = T" “Lis T, B (gs)"™*'. Tt can be found
(k) (k)
that z;; = uuﬂ_: and z, =a ) 2
After the key request phase, A sends B two challenge vectors, Z(® and £, B randomly

chooses a (3 € {0,1} and generates the s-ciphertext. For the Challenge vector 7 =

(xgﬁ) x(f), o ,xﬁlﬁ)), B generates n + 1 random elements Cyy, Cys, ..., Cy,, Cy € Gpy by

7

taking g, and raising it to random exponents module N and sets C; = (D1D2)a(ﬁm§ﬁ )+Oli)c "
for each ¢ € [1,n] and Cy = (Dng)“C'4.

Suppose that D; D, = g1 92 , it sets z, = dou, z,; = dsa (ﬁixgﬁ) —l—ai). Note that
03 = dy and 0;_5 = 0 where § € {0, 1}

Suppose that 7 . g = S~ 11‘ v ) %4 0mod N and a: gk =S 1$( )vfk)
0 mod po, it has z.z, = Z?:l Zeizki mod po. It means that if £ .7®) = 0 mod p,, then A
has made an invalid key request. This is where we use our additional modular restriction.
Therefore, according to the Gamegesirictea, as long as &0 - 7é 0 mod po, we can find
that zx, z., zr; and z are correctly distributed to A for each i€[l,n].

Besides, we observe that, if B attempts to test whether k-th key is s-key by creating an
s-ciphertext for a vector £*) such that Z*®7® = 0 and trying to decrypt, then B can find
that decryption can still work whether k-th key is special or not since 2.z, = Z?:l Zei Zhie

Therefore, we can conclude that, if 7" € G}, ,,, then B has properly simulated Gamey,_;.
If T' € Gy pops, then B has properly simulated Gamey. So, we can find that if A can
distinguish the Gamey_, from Game; with advantage €, then B can use the output of A
to break GSD Assumption with advantage e. 0

Lemma 3.4. Suppose that there exists a PPT algorithm A such that
Advéameq - AdvéameFinul =€
Then we can build a PPT algorithm B with advantage € in breaking GSD Assumption.

Proof: Given D = (N = p1popsps, G, Gr,€,92 € Gp,,93 € Gy, 94 € Gp,, WiW, €
Gpipys E1Ey € Gpp,) and T where T' € G,y or T € Gp,pyp,, B can simulate Game, or
Gamepina with A. B chooses random exponents a, ¢, u, a;, b;, a;, 5; € Zy for i € [1,n],
and generates A,% Ay = (WiW,)%Biglt ) A% By, = (W1W4)“°‘igii, and U Uy = (Wi Wy)"g§
Then, B sends public key {N, U1U4,A15iA4i, AlaiB4Z-,g4} to A. Each time B is asked to
provide a key for a vector v7\) = <v§j), véj), e ,v,@), suppose that Ey = W' where e; €

Zn, B creates an s-key by choosing random exponents 7, zj1, 2j2, - - ., Zjnt1 € Zn and set-
(j) (J) (J) ( )

gV

ting Ky = (ElE2)WJ g QZ“ = U BT gt and K = (B Ey) R A gt =

o (J)
n
eir; iy ,g arj yil, —F— Zjn+41

A, ' E, % gamt where i € [1,n].
At some point, A sends B two challenge vectors, £(*) and £("). Randomly choosing 3 €
{0,1}, s,8" € Zy, and Ry, Ry € G, where i € [0, 1], B creates the challenge ciphertext

as follows: For each i € [1,n], Cy; = (ElEQ)Sa(B’mEﬁ)Jrai) Ts/a@ixgﬁ)“‘i)+S//“<ﬂ””§1 i)
and Cy = (B )T """ R,.

If T € Gp,p,, suppose that £y = Wi, Ey = ¢5° and T = gy Ty where e, e, ty € Zy
and Ty € G,,, then the challenge ciphertext is:

47y

oy =yt sm) st (st )
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and O, = felgéegsu—i—tgs'u—&-tgs"u)Rﬁp where R), = T:/a<ﬂim§ﬁ>+ai>+s”a(5wi1—ﬁ>+ai> Ry R =
le“+s//“R4 and ¢ € [1,n]. Obviously, O3 = eas + tas" and 6,_p = t25". Because ey, ta, s,
s', s" are chosen randomly in Zy, in this case, B has properly simulated Game,.

If T € Gpypops, Suppose that By = Wi, By = g5 and T = W' g2 T, where ey, €5, t1,t5 €
Zy and Ty € G,,, then the challenge ciphertext is:

(se1+t1s’) (ﬂixgg)—i-ai)+t1s”(ﬂirglfﬂ)+ai) (e2sa+tas’a) (ﬁixgm—&-oai)+t25”a(6i:c517ﬁ>+ai>
Ci=A R,
1 = Ay 92 4

and 02 _ Ul(sel+s’t1)+s”t1géegsu—&-tgs’u—i-tgs”u) ﬁl, where Rﬁli:Tz’a(ﬁwi@—&—ai)+s”a(ﬂimi1*6>+ai> »
R, = Tj/“+s//“R4 and ¢ € [1,n]. Obviously, 85 = ess + tos’ and 61_5 = t35”. Because
€1, €a, t1, ta, s, §', 8" are chosen randomly in Zy, in this case, B has properly simulated
Gameping. Obviously, in Gamep;na, given a key for vector v which is orthogonal to the
two challenge vectors, the decryption algorithm still works. Therefore, we can find that
it A can distinguish the Game, from Gamer,, with advantage €, then B can use the
output of A to break GSD Assumption with advantage e. O

Theorem 3.1. If GSD Assumption holds, then our IPE scheme is secure.

Proof: If GSD Assumption holds, the real security game is indistinguishable from
Gamepinqg based on the previous lemmas which have been proven. In Gamer;,q, the chal-
lenge ciphertext does not contain the value of 3. Therefore, the value of (3 is information-
theoretically hidden from the attacker. We can say that the attacker can attain no ad-
vantage in breaking our IPE scheme. O

3.3. Comparison. Let |G| and |G| represent the size of an element of G and G, where
both G and G are the group with prime order. Let |G’| and |G’:| represent the size of
an element of G and G/, where both |G'| and |G’;| are the group with composite order.
Note that |G'| = ¢|G| and |G/| = d|Gr|, where ¢ and d are a constant about 50 [4].
According to this description, the results of the comparison with the existing IPE scheme
is shown in Table 1. Because the pk size, msk size, ciphertext size, sk size, encryption time
and decryption time in an IPE scheme is linear with these sizes in searchable encryption
scheme, we can say that the searchable encryption scheme based on the proposed scheme
has less pk size, sk size, encryption time and decryption time.

TABLE 1. Comparison with the previous IPE scheme

Previous Scheme [2] Proposed
pk size O(n?)|G| O(n)|G|
msk size O(n?)|G] O(n)|G'|
ciphertext size O(n)|G| + |G| O(n)|G'| + |G%|
sk size O(n)|G| O(n)|G'|
Encryption time O(n?) O(n)
Decryption time O(n?) O(n)

4. Conclusion. In this paper, we proposed a new fully secure predicate-only IPE sche-
me. The comparison shows that the searchable encryption scheme based on our scheme
has better space and time complexity than the one based on the previous IPE schemes
[1, 2]. The open problem is to construct a complete IPE scheme (not predicate only)
which can be transformed to a more efficient searchable encryption scheme.
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