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ABSTRACT. Concerning the static, hysteresis and passivity of traditional network de-
fense capability, this paper has presented an end information hopping method based on
OpenFlow protocol, combining with the advantages of flexibility and easy-control in soft-
ware defined network (SDN). The data streams are diverse by constantly changing the IP
address, port number, protocol etc. to bewilder the attackers. The hopping method based
on SDN is described in detail, including two critical issues: dummy address mapping and
synchronization. The prototype implementation based on open source floodlight has been
carried out, which is deployed as the testbed. Our analysis reveals that, the method in
this paper can effectively improve the security defense performance of network.
Keywords: End information hopping, SDN, OpenFlow protocol, Active cyber-defense,
Security

1. Introduction. Inrecent years, many network security incidents happened and brought
serious disasters to global Internet users. The security defense capability of information
system faces severe challenges. Confronting the ever-changing technology of hackers, the
active cyber-defense technology emerged, including moving target defense (MTD), mimic
security defense (MSD), end-hopping, etc.

The active cyber-defense technology is the current hot topic. MTD is widely used to
protect the identity of nodes for MANETS [1], defense cross site scripting attacks [2], and
protect the privacy of users in cloud infrastructures [3]. Wu described the main content
and characteristics of MSD [4]. Shi et al. firstly proposed the conception of end-hopping
[5], and then it was used to defense the denial of service (DoS) attacks in [6,7].

The APOD project [8] and DyNAT [9] based on traditional network architecture are
prone to service interruptions, complex configurations and time delay [10], so they are
characterized by inefficiency and instability. The OF-RHM proposed in [11] is unit random
and cannot satisfy random hopping well. Moreover, the method only suits for LAN-
level. In this paper, we propose a method of end information hopping based on SDN,
which separates the control plane from data plane [12]; therefore, we can operate the
data flow conveniently rather than to change the configuration of clients in traditional
architecture. For external communications, internal end information maps to different
one in every short time, including IP address, port number, protocol, timestamp, etc.
So it achieves multivariate random and the data flow between communicators shows a
pattern of diversification. It can enhance the confidentiality and availability of system.

The remainder of the paper is organized as follows. Section 2 gives a description of
our method in detail. In Section 3, we analyze the system service performance while
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employing the end-hopping method, and then valuate the defense ability of the system.
Finally, we conclude the paper and discuss the future works in Section 4.

2. Hopping Framework Based on SDN. Our primary goal is to design a method
which can deal with complex and volatile attacks actively. A common technology is the
end information hopping. We take the advantage of flexibility in SDN to realize fast
mutation. There are two critical issues: dummy address mapping and synchronization
which are described in Section 2.2 and Section 2.3 separately.

2.1. End-hopping framework. We assume that there are two networks net; and nets.
They connect with each other. Each network is a traditional LAN. Network net; has a
set of hosts {h1, ..., h,}. Network nety has a set of hosts {h,11,...,Anim}. The network
boundaries of net; and nety are composed by OpenFlow switches OF _s; and OF _s,.
Suppose internal networks of net; and net, were safe and the attackers were external
attackers.

Firstly, we list some notations used in this paper and give their meanings in Table 1,
while the end-hopping framework is shown in Figure 1.

TABLE 1. Notations

Notation | Meaning

h_timeout | the valid time of a flow table entry

r_SrcIP | real source IP address of a packet

r_DstIP | real destination IP address of a packet
d_SrcIP | dummy source IP address of a packet
d_DstIP | dummy destination IP address of a packet
r_SrcPort | real source MAC address of a packet
r_DstPort | real destination MAC address of a packet
d_SrcPort | dummy source MAC address of a packet
d_DsPort | dummy destination MAC address of a packet
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FI1GURE 1. End hopping framework based on OpenFlow
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The communications in this architecture can be divided into two types: the first one
is that both the two terminals are in a same LAN net; or nets, while the second type
is opposite. We focus on the latter. In this case, the SDN controller maps the real end
information to dummy information and the map relationship changes all the time.

2.2. Dummy map mechanism to confuse the attacker. Sniffer or listening is always
the first step in network attacks. Attackers use sniffer tools to ascertain the IP addresses
or port numbers of the target network. Once the attackers get the end information, they
can launch a series of attacks. Our first work is using dummy map mechanism, in which we
map the real end information to dummy one, to hide the significant end information. The
changing elements include IP address, port number, protocol, etc. So it is multivariate
random and has much capacity for change. Therefore, it has great randomicity and the
attackers cannot obtain the real end information, or even launch attack. The process of
dummy map is described as follows, as shown in Figure 2.
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F1GURE 2. The process of dummy map

(1) A terminal node h; in net; sends a connection request to the node h; in net.

(2) When the boundary OpenFlow switch O F _s; receives the message, it looks for its flow
table. If there was an entry to match the packet, it would forward directly. Otherwise,
it would generate a packet_in message and send it to the SDN controller to deal with.

(3) SDN controller gets the clock from NTP server and adjusts its own time.

(4) SDN controller uses random election algorithm to choose end information like d_SrcIP
and d_SrcPort, and then sends a packet_out or flow_mod message to the OF _s;; mean-
while, the 4-tuples composed by r_SrcIP, r_SrcPort, d_SrcIP, and d_SrcPort are stored
in the map table.

(5) OF _s; generates a new rule to forward the packets with the same characteristics.

(6) When OF _sy receives the packet, it will perform like the process (3).

(7) SDN controller gets the clock from NTP server and adjusts its own time.

(8) The controller seeks its map table to map the dummy end hopping information to the
real one.

(9) OF_sy generates a new rule to forward the packets with the same characteristics.
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When h; receives the packet, it will send response packets to h;. Then this process will
be performed again.

2.3. Hopping and synchronization issue. We not only use dummy end information
to communicate with each other, but also change the map relationships all the time. End
information hopping method makes the data flow just like some changing and irregular
packets for attackers.

(1) Hopping mechanism. We use the end-hopping method to protect our system, so
hopping is the fundamental thought of this method.

In this work, our main thought is to change the flow table entry by changing the map
relationship. There are two situations in which the flow table entry will be removed:
the former is the end of a timer, and the latter relies on the SDN controller. Each flow
table entry has an idle_timeout timer and a hard_timeout timer. The idle_timeout timer
calculates the time of no matching traffic, while the hard_timeout timer calculates the
time after the entry is inserted into the table. OpenFlow switch will delete the flow table
entry automatically once the timer reaches deadline. In addition, the controller can also
send commands to remove the flow table entries. The flow table will not have matching
entry after it is deleted. So when new packet comes, it will perform the dummy map
again, and then change the map relationship.

(2) Synchronization issue. For all the hopping systems, synchronization is a perma-
nent issue. The end information of terminals in our end-hopping system is changing all
the time, so it needs reasonable synchronization mechanism to ensure the normal data
communication.

NTP is a protocol to ensure the same time. It can estimate the round-trip time (RTT)
delay of the packet in the network and the time deviation of the computer independently.
In addition, it can realize high-accuracy computer synchronization. In our work, we use
precision clock synchronization mechanism based on NTP protocol to ensure communi-
cating parties with the same time.

-

Server

FiGURE 3. Theory of the NTP synchronization

3. Experimental Evaluations. At first, we use Linux system Ubuntu 14.04 LTS, and
install the open source floodlight as the SDN controller to implement the prototype sys-
tem based on OpenFlow protocol. Then the Mininet 2.2.1 is used to simulate the network
scene. Finally, the system is used to analyze and evaluate the performance of end infor-
mation hopping method based on SDN.

3.1. End-hopping performance. The main part of our method is to realize end infor-
mation hopping all the time. To evaluate the end information hopping performance of our
system, we use network protocol analyzer software to capture network packets and the
results are shown in Figure 4. As we can see, the end information is changing all the time
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FIGURE 4. Network traffic with hopping or not

TABLE 2. Performance test data for different hopping rates

hard_timeout| 0 1 2 3 4 5 6 7 8 9 10
RTT _min |0.045] 0.049 | 0.046 | 0.050 | 0.052 | 0.050 | 0.044 | 0.042 |0.045|0.044|0.043
RTT mazx |0.089(28.186(11.944(11.092(10.565|10.409|10.096 |10.007|9.727|9.251]9.051
RTT avg [0.062| 7.050 | 3.344 | 2.521 | 1.979 | 1.697 | 1.520 | 1.390 [1.247|1.182|1.081
RTT mdev [0.006| 9.183 | 4.511 | 4.118 | 3.642 | 3.294 | 3.069 | 2.844 [2.740(2.319|2.091
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F1GURE 5. Packets captured with hopping

in Figure 4(b), while Figure 4(a) is static. At the same time, we send 10000 packets to
test the system, and it has no packets loss. So the end-hopping system based on SDN can
guarantee accuracy, validity and completeness compared to the traditional architecture.

3.2. QoS test. We test the web quality of service when our system changes the end
information at different speeds and the results are shown in Figure 5. The parameter
hard_timeout stands for the speed of hopping. The smaller hard_timeout is, the faster the
end information hops, but 0 is infinity and means the system is without hopping.

(1) According to the enlarged view of the minimum of RTT (RTT_-min), we can see that
the RTT_min line is smooth. It virtually unchanged, no matter what the hard_timeout is.
The reason may be that the flow table has an entry to match the date stream, and then
the packets will forward directly. The RTT is the smallest at this point.

(2) As we can see in Figure 5, the maximum, average and mean deviation of RTT
decrease as hard_timeout increases except when the hard_timeout equals 0 and 1. When
hard_timeout equals 0, the end information is static and the flow table is infinity, so the
RTT is basically stable and small. When hard_timeout equals 1, the end information
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changes quickly, so it always needs to communicate with SDN controller to deal with the
packet_in messages. Then the RTT maz, RTT -avg and RTT_-mdev reach the peak.

3.3. Anti-attack test. We do experiment on our system to test the anti-attack ability.
In this part, the tool hping3, which is a command-line oriented TCP/IP packet assem-
bler/analyzer, is used to simulate the DoS attacker. hping3 sends SYN packets to connect
to the server at high speed rate, and Figure 6 shows the number of loss packets when
the hard_timeout is different. We use the sectional image to deal with the Y-axis for the
significant differences between the lost packets.
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FIGURE 6. The number of loss packets

The results are as expected. (1) When the end information is static, the server goes into
crash quickly. (2) The number of loss packets increases with the hard_timeout increases.

4. Conclusions and Future Works. Our work has focused on the security defense
problem of end information hopping based on SDN architecture. We designed a dummy
map mechanism applied on OpenFlow network. In order to prove the feasibility and
effectiveness, we designed and implemented an end information hopping system based on
SDN. The experiments and simulation results show that the end-hopping method based
on SDN can achieve high hopping speed rate and defense DoS attack to a certain degree.
We may reasonably conclude that, taking the advantages of SDN, the active cyber-defense
method in this paper can effectively improve the network security defense performance.
In some networks with high-level security requirements, it can be another defense line, in
addition to firewall and IDS. As for the future works, we will continue to study the random
mapping mechanism and efficient synchronization methods. We expect to improve the
system defense ability further and analyze the validity in more detail theoretically.
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