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Abstract. Recently, Choi et al. proposed certificateless short signature scheme in ran-
dom oracle model and the authors claim that it is provably secure. Attacks to certificate-
less signature scheme are of two types as Type-I and Type-II. In Type-I, the adversary
can replace the public key of the user and cannot be able to retrieve the master secret
key from key generator center (KGC) whereas in Type-II, the adversary can be able
to obtain the master secret key and cannot replace the public key of the user. However,
cryptanalysis and vulnerability are shown by Chen et al. However, in this paper, we prove
the scheme is vulnerable to Type-I attack in a simpler way by solving linear Diophantine
equation and obtain the partial-private key of the user.
Keywords: Diophantine equation, Bilinear map, Digital signature, Certificateless sig-
nature

1. Introduction. In conventional public key infrastructure (PKI), the public key of the
user is validated by a trusted third party called certificate authorities (CA). The user’s
public key is validated by issuing a digital certificate that is associated with this public
key and user’s identity. This is economics in computational cost and storage. To resolve
this problem, Shamir [1] introduced identity based cryptography (IBC) in 1984 where the
user selects his public key as his own choices a unique number like phone number, IP
address, and e-mail address. Further, the user could not generate his own private key
as in conventional public key cryptography (PKC). Private key of all users is generated
and maintained by key generation center (KGC). However, there is key escrow problem.
Since the private key can be misused always, ciphertext can be decrypted and forge
the signature by any user. To eliminate the inherent key escrow problem of IBC and
certificate management in traditional PKC, Al-Riyami and Paterson [3] introduced a
new cryptographic paradigm in 2003 known as certificateless public key cryptography
(CL-PKC). In CL-PKC, KGC constructs partial-private key for the user. Then the user
chooses a secret value randomly and takes the partial-private key and generates the public
key. In CL-PKC, public key of the user is transmitted along with the signature and the
public key does not require the certification by the CA. Both the user’s identity and public
key are required for encryption and signature generation.

Certificateless public key cryptography is a new paradigm, where it allows to resolve
the inherent key escrow and key management problem. Al-Riyami and Paterson [3] sug-
gested a novel technique in 2003 to resolve both the inherent key escrow problem of IBC
and the use of certificates in conventional PKC. However, the scheme has been proven
that, it is insecure against Type-I adversary and Huang et al. [4] proposed an improved
version. After that numerous CLS [5, 6, 13] have been proposed in random oracle model.
Subsequently the schemes are vulnerable to Type-I attack [5, 9, 10]. In 2006 Libert

619



620 J. KAR

and Quisquater [12] proposed generic construction of CL-signature scheme without pre-
computations. Gorantla and Saxena proposed a provably secure and efficient signature
scheme [13] in 2005. However, Cao et al. [14] proved that it is vulnerable to key replace-
ment attack. Huang et al. [15] proposed two new short CLS schemes on random oracle
model in 2007 and proved that, the first scheme is secure against both normal Type-I
adversary and super Type-II adversary. Further claim that the second scheme is secure
against super Type-I as well as super Type-II adversaries. However, the first scheme has
been proven by Shim [16] that, it is universally forgeable by Type-I adversary.

Recently, Xu et al. in [17] proposed two CLS schemes which are suited to implement
on mobile wireless cyber-physical systems, and emergency mobile wireless cyber-physical
systems respectively and claim that the schemes are provably secure and efficient in com-
putation. However, Zhang et al. [18, 19] proved that these two schemes are vulnerable to
public key replacement attack and universally forgeable. In 2013, Chen et al. showed the
cryptanalysis and vulnerability of Choi et al.’s CLS scheme [2] and prove that the scheme
is not secure against strong Type-I attack. However, the attacker needs to perform costly
inverse operation of the hash function to obtain the partial private key.

The paper is organized as follows. Section 2 presents some mathematical assumptions
on bilinear pairings. Section 3 describes the framework of certificateless signature scheme,
and in Section 4, the security model is illustrated. In Section 5, we have reviewed Choi et
al.’s scheme and Section 6 describes the details of cryptanalysis of Choi et al.’s scheme.
Finally, this paper concludes in Section 7.

2. Bilinear Pairings. Let G1 be a cyclic additive group of prime order q and G2 be a
cyclic multiplicative group of the same prime order q. Let ê be a bilinear map which is
non-degenerated and computable called admissible bilinear map if it satisfies the following
properties:

ê : G1 × G1 → G2

holds following

• Bilinearity: Let a, b ∈ Z∗
q and P,Q ∈ G1

(1) ê(aP, bQ) = ê(P, Q)ab for all a, b ∈ Z∗
q

(2) ê(P + Q,R) = ê(P, R)ê(Q,R), for P,Q, R ∈ G1.
• Non-degenerate: There exists P ∈ G1 such that ê(P, P ) ̸= 1G2

• Computability: There exists an efficient algorithm to compute ê(P,Q) or all P, Q ∈
G1.

3. Certificateless Signature Scheme. A CLS signature scheme comprises six polyno-
mialy solvable algorithms.

• Setup: The algorithm takes the security parameter λ as input and returns the system
parameter params and master secret key.

• Partial-Private-Key-Extract: This algorithm takes the system parameter params,
master secret key and the user’s identity ID and returns partial private key dID cor-
responding to the identity ID for the user.

• Set-Secret-Value: This algorithm takes the security parameter λ, user’s identity
ID and returns a secret value xID corresponding to the user with identity ID.

• Set-Public-Key: This algorithm takes the secret value xID of the user as input and
returns the public key pkID corresponding to the user with identity ID.

• CL-Sign: This algorithm takes system parameter params, a message m and user’s
private key skID as input and returns the signature σ.

• CL-Verify: This algorithm takes the system parameter params, message m, public
key pkID, user’s identity ID and signature σ as input and returns either 1 if the
signature is valid, otherwise returns 0.
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4. Security Model. Security model of CLS signature scheme is defined by the game
between the adversary and challenger. There are two types of adversaries defined as:

• Type-I adversary (AI): The adversary acts as common dishonest user of the system
and is not in possession of master secret key of KGC and he can replace a value for
the user’s public key of his own choice in an adaptive manner;

• Type-II adversary (AII): The adversary acts as honest user but is curious and does
have access master secret key, but cannot replace user’s public key.

The capabilities of these adversary are modeled by queries as a game played between the
adversary and a challenger where they interact with each other and evaluate the chance
of success to attack the system.

Game-1
Initial: The challenger C takes the security parameter λ, runs the algorithm Setup

and returns the system parameter and master secret key. The challenger keeps master
secret key secret.

The adversary AI performs the following oracle queries in an adaptive manner and can
request the hash value for any input. The number of queries submitted is polynomial
bounded.

• Extract partial private key: AI can ask the value for the partial private key,
say dID for any input identity ID except the challenged identity ID. C runs the
extraction of partial private key algorithm taking the input ID, master secret key
and system parameter and computes the partial private key dID corresponding to
the identity ID and returns dID to AI .

• Extract private key: C runs the extraction of private key and computes private
key, say skID for any identity ID except the challenged identity and returns skID to
AI .

• Request public key: AI chooses an identity ID submitting the queries for public
key for the identity ID, and C computes the corresponding public key pkID and
returns to AI .

• Replace public key: For any identity ID, AI chooses a secret value of his own
choice and computes the new public key. Then it replaces the value for public key
with the current one pkID.

• CL-Sign queries: The oracle takes the user’s identity ID and the message m to
be signed, and C generates the signature σ using his private key skID corresponding
to the identity ID and sends to AI . The oracle checks the condition of whether the
public key pkID has been replaced by AI or not. If it is replaced, then C cannot
find pkID and the answer of signing oracle might be incorrect. Here, AI queries the
secret value x̃ID additionally corresponding to the replaced public key pkID to the
signing oracles.

Finally, AI returns a signature σ∗ on message m∗ corresponding to the public
key pk∗

ID for challenged user’s identity ID∗. If all the parameters pass through the
verification, i.e., CL-Verify (params, ID∗, m∗, pk∗

ID) = 1 then AI wins the game
with the following conditions.
1) The queries for extraction of private key for the identity ID∗ has never been

submitted.
2) The identity ID∗ is not submitted to the oracle for which the public key is

replaced as well as the private key is being extracted.
3) Message m∗, public key pk∗

ID corresponding to the identity ID∗ are not being
never submitted to the signing oracle.

Game-2
This game is modeled by the following oracles where Type-II attacker interacts with

the challenger and tries to win the game.
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• Initialize: The challenger C takes the security parameter λ, runs the algorithm
Setup and returns the system parameter and master secret key. The adversary A is
allowed to access the master secret key which is to be sent by the challenger.

• Extract Private key: C runs the extraction of private key and computes private
key, say skID for any identity ID except the challenged identity and returns skID to
AII .

• Request Public key: AI chooses an identity ID submitting the queries for public
key for the identity ID, and C computes the corresponding public key pkID and
returns to AII .

• CL-Sign Queries: The oracle takes the user’s identity ID and the message m to be
signed, and C generates the signature σ using his private key skID corresponding to
the identity ID and sends to AII .

Finally, AII returns a signature σ∗ on message m∗ corresponding to the public
key pk∗

ID for challenged user’s identity ID∗. AI wins the game with the following
conditions:
1) If all the parameters pass through the verification, i.e., CL-Verify (params, ID∗,

m∗, pk∗
ID) = 1.

2) Message m∗, public key pk∗
ID corresponding to the identity ID∗ are not being

never submitted to the signing oracle.

Definition 4.1. A CLS signature scheme is said to be existentially unforgeable against
adaptive chosen message attacks, if the probability of success of attacker AI and AII in
the above two games are negligible.

5. Review of Choi et al.’s CLS-Short Signature Scheme. In this section, we outline
the provably secure certificateless short signature scheme proposed by Choi et al. [8]. It
comprises the following six algorithms.

• Setup:
1) Let G1 and G2 be two cyclic groups of prime order q. e is an admissible bilinear

map.
2) Choose s ∈ Z∗

q randomly and P of G1 is the generator. Compute Ppub = sP . s
is the master secret key.

3) H0, H1, H2 : {0, 1}∗ → G∗ and H3, H4 : {0, 1}∗ → Z∗
q, where Hi, i = 0, 1, 2, 3, 4

are collision resistant cryptographic hash function.
• Partial-Private key Extract: The algorithm takes params, master secret key

s and identity ID of the user as input and returns partial-private key DID =
sQID = sH0(ID) and D′

ID = sQ′
ID = sH1(ID). Return the user’s partial-private

key SKID = <DID, D′
ID>.

• Set-Secret-Value: On input parameter k and user’s identity ID, choose xID ∈ Z∗
q

randomly and return a secret value xID of the user.
• Set-Public key: It takes input params and the secret value xID and computes

PKID = xIDP and return the user’s public PKID.
• Sign: The algorithm takes the parameter params, ID, SKID and message to be sign

m as input and performs the following steps:
1) Set T = H2(m,PKID, ID), h = H3(m, PKID, ID) and h′ = H4(m,PKID, ID)
2) Compute σ = xIDT + hDID + h′D′

ID

3) Return the signature σ for message m.
• Verify: On input params, ID, PKID, m and σ, the algorithm performs the following

steps:
1) Compute QID = H0(ID), Q′

ID = H1(ID).
2) Compute T = H2(m, PKID, ID), h = H3(m,PKID, ID) and h′ = H4(m,PKID,

ID)
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3) Verify the equation e(σ, P ) = e(T, PKID)e(hQID + h′Q′
ID, Ppub). If the equation

holds, it returns 1, otherwise 0.

6. Cryptanalysis of Choi et al.’s Scheme. The adversary AI performs the following
steps.

• Choose a random number x̃ID ∈ Z∗
q and replace the user public key PKID with

P̃KID = x̃IDP .
• With respect to the security model defined in [6], AI submits query on CL-Sign.

Since AI is allowed to access signing oracle, it can replace a public key of its choice

with the existing public key. Let the public key be P̃KID = x̃IDP . Then compute
a valid signature as

σ̃ = x̃IDT̃ + h̃DID + h̃′D′
ID

where DID = sQID = sH0(ID) and D′
ID = sQ′

ID = sH ′
0(ID)

• Finally, AI finds the solution of the following linear Diophantine equation

h̃DID + h̃′D′
ID = µ (1)

where µ = σ̃ − x̃IDT̃ and µ ∈ Z∗
q. The equation has an integer solution in DID

and D′
ID ∈ Z∗

q ⇐⇒ gcd
(
h̃, h̃′

) ∣∣∣µ. Let us find a particular solution. By extended

Euclidean algorithm, we compute the greatest common divisor gcd and such α1 and
α2 that

h̃ · α1 + h̃′ · α2 = gcd
(
h̃, h̃′

)
Multipling h̃′′ both sides we get

h̃ · α1h̃
′′ + h̃′ · α2h̃

′′ = gcd
(
h̃, h̃′

)
h̃′′

⇒ h̃
α1 · h̃′′

gcd
(
h̃, h̃′

) + h̃′ α2 · h̃′′

gcd
(
h̃, h̃′

) = µ

Compare this with the original Equation (1), it follows that the particular equation
is

DID =
h̃µ

gcd
(
h̃, h̃′

) and D′
ID =

h̃′µ

gcd
(
h̃, h̃′

)
Hence the scheme proposed by Choi et al. is insecure against Type-I adversary where

it can be able to replace the user’s public key and construct a valid forge of the signature
for any message after accessing the signing oracle.

7. Conclusion. Recently, Choi et al. proposed CLS-signcryption scheme and claimed
that their scheme is secure against the super adversary. However, we analyze and review
the scheme and prove that the scheme is vulnerable to Type-I attack, where the adversary
AI can access the signing oracle and can replace its chosen public key and make a valid
forge signature. Our technique is more efficient than Chen et al.’s technique where the
attacker needs to perform costly inverse operation of the hash function to obtain the
partial private key.
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