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ABSTRACT. In this paper, a novel approach for ensuring low probability of identifica-
tion (LPID) performance in radar network architectures is proposed and analyzed from
a geometrical perspective. We first utilize the concept of insecure zone to characterize
the LPID performance when no information about the hostile passive intercept receiver’s
location is available. The insecure zone is defined as the zone where the intercept receiver
may intercept and identify the radar modulating signal. With the aim of minimizing the
isecure zone, an optimal power allocation strateqy between the radar modulating signal
and the cooperative jamming (CJ) signal is presented for a specified threshold of achiev-
able mutual information (MI) in radar network. Numerical results demonstrate that the
proposed method can effectively achieve the optimal solution and bring a significantly
enhanced LPID performance in practical scenarios.

Keywords: Insecure zone, Security information, Low probability of identification (LP-
ID), Power allocation, Radar network

1. Introduction. Radar network architecture, which often refers to distributed multiple-
input multiple-output (MIMO) radar [1-3], is widely deployed in modern battlefield owing
to its advantage of signal and spatial diversities. The research on radar network architec-
ture has received increasing impetus in recent years, which has been extensively studied
from various perspectives [1-6]. Song et al. in [5] investigate the optimal power allocation
in distributed MIMO radar configuration. The authors in [6] study multi-static radar
code design methods using information-theoretic criteria in the presence of clutter.

Currently, inspired by the fact that physical-layer (PHY) security is to keep passive
eavesdropper ignorant of legitimate transmitter, the authors in [7] have presented secu-
rity information originating from secrecy capacity to describe the LPID performance for
radar network systems. However, the concise geometrical model was not given. When
no information about the hostile passive intercept receiver’s location is available, it is
impossible to calculate the security information. In [8], the concept of protected zone is
proposed from a geometrical perspective. The use of insecure zone for LPID performance
in radar network systems has not been investigated previously, which motivates us to
consider this problem for the first time.

This paper will investigate the insecure zone based LPID optimization strategy in radar
network architectures. The main contributions of this paper are summarized as follows.
Firstly, we define the concept of insecure zone to characterize the LPID performance
when no information about the hostile passive interceptor’s location is available, and an
analytical closed-form expression of insecure zone is derived. Secondly, different from
existing approaches, an optimal power allocation strategy between the radar modulating
signal and the cooperative jamming (CJ) signal is presented, which aims to minimize
the insecure zone for a given threshold of MI in radar network. The analytical closed-
form expression for the optimal solution is derived. Finally, numerical simulations are
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provided to demonstrate that our proposed algorithm can significantly improve the LPID
performance of radar network to defend against passive intercept receivers. To the best
of our knowledge, no literature discussing this issue was conducted prior to this work.

Regarding the paper structure, Section 2 describes the system model. In Section 3,
with the proposed definition of insecure zone, a novel LPID improvement strategy is
formulated, and the optimal solutions are derived by analytical closed-form expressions.
The numerical simulations are presented in Section 4. Finally, conclusion remarks are
drawn in Section 5.

2. Radar Network Signal Model. In this paper, we consider a fully coherent radar
network, which means that the radars comprising the whole network have a common and
highly precise knowledge of time and space. It is also assumed that the whole network
is perfectly synchronized and works cooperatively such that each receiver is capable of
receiving echoes of the signals from any of the transmitters in the network.

Let K denote the discrete time index, and we can express the radar network signal
model as [5,7]:

Y, =XH, +W, (1)
where X = [x1,Xa,...,Xy,] is the transmit sequence, H, = [h,1,h,o,... h, ] refers
to the path gain matrix, W, = [w,1,W,2,..., W, y,] represents the system noise, and
the received signal matrix is Y, = [y,1,¥r2, ..., Yrn,]- For convenience, we assume that

the noise matrix W, does not depend on the transmit sequence X, and H, and W, are
mutually independent.

With the discussions in [5,7], the path gain h,,, contains the target reflection coefficient
Jmn and the propagation loss factor p,.,. Based on the central limit theorem, g¢,,, ~
CN (0, 03), where ¢,,, denotes the target reflection gain between the transmitter m and

\ Gt,mGT,n

receiver n, the propagation loss factor can be expressed as p,,, = o
ymilrn

Hence, the radar network signal model (1) can be rewritten as:

where G = [g1,82,...,8n,.], P = [P1,P2,-- -, PN, |, W ~ CN (O, 01207' . IK), and ® denotes
the Hadamard product.

3. Problem Formulation. The MI between the transmitted signal X and the backscat-
tered signal Y, is expressed as:

N X Pt,m : O'; : Gt,m : Gr,n A

I(X,Y,)=H(Y,)-HW,) =) > In(1+ L L) L (3)
where I (X,Y,) is the MI between Y, and X, H (Y,) is the entropy of backscattered
signal, H (W) is the entropy of noise, P, ,, is the mth transmitter power, G, is the mth
transmitting antenna gain, G, , is the nth receiving antenna gain, R ,, is the distance
from the mth transmitter to the target, and R, , is the distance from the target to the
nth receiver.

Similarly, the MI between the transmit signal of radar network X and the received
signal of intercept receiver Y; is:

m=1 n=1

(4)

N,
! PG, - Gin
I[(X,Y;)=H(Y)-H(Y{X)=) In <1 i T “)
m=1

2 2
Ow; Rt,m

where Gy is the antenna gain of interceptor, Gy, is the gain of the mth radar’s transmit-
ting antenna in the direction of the interceptor, aii is the noise covariance of interceptor.
In modern electronic warfare, CJ is indispensable to keep radar network in LPID state
[7], which means that CJ is to jam the hostile intercept receiver so that the achievable
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MI at interceptor can be degraded by the CJ signal while the radar network system is
unaffected. With the consideration of CJ, (4) can be modified as follows:

Ny
Ptm'Gtm'Gint A
Y, = In |1+ = Lint (5)
Z ( o2 + ﬂ) R,
where P; is the total transmit power for CJ signal, GG; is the antenna gain of cooperative
jammer, R; is the distance from the target to cooperative jammer. For simplicity, we
assume that the radar network can simultaneously transmit radar modulating signal to
track target and CJ signal to interfere intercept receiver for simplicity of discussion, while
the CJ signal is designed to be completely orthogonal to radar modulating signal and
generated to jam the interceptor without affecting the radar network.
Using the results of [7], the security information of radar network is defined as:

A N¢ N, N +
m
Lsee (P, P]) = [Inet — lnt E § In (1 + yet) E In (1 + ) (6)
m=1 n=1 m=1
Pt,m'Uz'Gt,m'Gr,n Py ,m -Gy ,m° int +
where Y = — 54— Y = s , and [z]T = max(0, x).
wy “Mt,m Tmn 2 + J _7 int ) R?
R

The notional sketch of our proposed perfectly secure radar network system is illustrated
in Figure 1. It has been pointed out in [7] that I, > 0 means that radar network is in
completely secure state while tracking target, and that the larger the achievable security
information I obtained, the better LPID performance to finish the system mission [9].

Radar Network X _‘ Transmitters” Target | Receivers’ _| Radar Network Y

Transmitters " Channel g "|  Channel | Receivers r
Interceptor’ s K_D Interceptor %
Channel \Tj Receiver i

Jamming
Cooperative
jamming

FI1GURE 1. The notional sketch of our proposed perfectly secure radar net-
work architecture

However, in practical applications, no information about the hostile passive intercept
receiver’s location is available; thus, we cannot calculate the security information. We
define the insecure zone as follows.

Definition 3.1. (Insecure zone): For a specified MI at intercept receiver Ciy, transmit
power and CJ power, the insecure zone is defined as the area where the passive interceptor
may intercept and identify the radar network’s modulating signal, and is formulated as:

{£E| ]int Z Cmt} (7>
where £ is the geometrical coordinate vector for intercept receiver.

The motivation for deploying an insecure zone U is twofold. First, it contributes to
LPID performance by defending against passive interceptor attacks at close quarters, and
second, it allows us to make efficient use of the available power. In this paper, we aim
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to minimize the insecure zone subject to constraints on power at a given MI in radar
network. The design formulation can now be written as:

min U )
Ptm(Vm),Pj
s.t.: Inct 2 Cnct
Ny
Z th + PJ < Ptr;ltax (8)
m=1 N,
0< > Py < P™  Pi>0
m=1 )

Definition 3.2. (Insecure radius): The insecure radius rg is defined as the largest dis-
tance from radar network configuration where an passive intercept receiver can successfully
intercept and identify the modulating signal.

From the above discussions, it is obvious that the insecure zone U is an increasing
function of the insecure radius . Hence, problem (8) can be turned to:
)

min 7rg

Ptm(Vm),P]

s.t.: Inet Z Cnet
Ny
Z Pt,m + PJ < Pt%ltax (9)
m=1 Ny
0< Y P <P™, P;>0

m=1 )

To make the problem have a feasible solution, some simplicity will be utilized to the
formula of security information (6). Herein, it is supposed that RZ,, ~ Ry, - R, (Ym,n),
Py = % (Vm), where R is approximately the distance from target to radar network
system, P, is the total transmit power for radar modulating signal. We also assume that
each radar in the network is the same. Thus, (6) can be rewritten as:

Pr'Ug'Gt'Gr
Nt‘0'27"R4

net

Lo (P, Pj) = {Nt - N, -In (1 +

w
/
PT . Gt : Gint
PGy G\ | 2
Ny (02, + ) 3

Now, substituting (10) into the optimization problem (9) yields:

—Nt'].n ]."_

: max Nt'ogu»,«'Riet
Pr Z min PT s W [exp (Cnet/NtNr) — 1]
< PG — PG, G (1)
"E = \/ NioZ, [exp(Cine/ND) 1] o2,

We can see that to achieve the best performance for intercepting and identifying at a
given distance from radar network, the intercept receiver should be located in the line from
radar network system to target. This formulation is meaningful and gives us insights about
the impact of the intercept receiver’s location on LPID performance in radar network.

4. Numerical Simulations. In this section, we will present numerical simulations to
verify our proposed scheme. We set Py = P, + P; = 25 KW, G; = G, = G; = 30 dB,
G;=10dB, G; = 04dB, 0, =457 x 1072 W, 02 = 8.77 x 10®* W and ¢, = 1. For
convenience, we consider a 4 x 4 radar network architecture (N, = N, = 4), which can
detect the target whose RCS is 1 m? in the distance 180 km by transmitting the maximum
power P =24 KW. The sensitivity of intercept receiver is set to be —80 dBmW.
Figure 2 illustrates the insecure zone and achievable MI at hostile intercept receiver,
when the radar network is located at (0,0) km and the target is located at (150,0) km.
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FIGURE 2. Insecure zone and achievable MI at intercept receiver
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FIGURE 3. (a) The insecure radius versus Ciy; (b) the insecure radius
versus (e for different Ci

The threshold of achievable MI in radar network Ce is 12.98 nats, which is minimum
value of the basic performance requirement for target information extraction and can be
calculated in the condition that the transmitting power of each radar node is 6 KW in
the distance 180 km between the radar network and the target. We can see that for
different values of Ci,, the insecure zones are circles around radar network. When Cj,
is above 0.008621 nats, the insecure zone is zero, which means that wherever the hostile
interceptor locates, it cannot intercept and identify the radar modulating signal, showing
the advantage of exploiting CJ to defend against intercept receiver attacks [7,9].

To understand the LPID performance improvement of our proposed strategy, Figure
3(a) shows the insecure radius versus Ciy, from which it is shown that the insecure zone
can be reduced to a small area around radar network as Cjy, increases. In Figure 3(b),
we depict the insecure radius versus the threshold of achievable MI in radar network for
different C,;. As expected, the insecure zone is decreased to a small area around radar
network system as Che reduces. In Figure 3(b), it can be seen that the insecure radius is
zero when Ci is low, and increases significantly when C),o is larger than a specific value
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(i.e., the “=" in (11) is satisfied). It should be noted that when Cle is large we must
keep the passive intercept receiver away from radar network to ensure LPID performance
in the presence of a power constraint, highlighting that close intercept receivers represent
the biggest threat to LPID performance in radar network.

5. Conclusions. In this paper, the problem of LPID improvement based on insecure zone
in radar network systems is investigated, which minimizes the insecure zone by optimizing
the power allocation between the radar modulating signal and CJ signal for a predefined
threshold of MI in radar network. It should be noted that the optimal solution can be
achieved by explicit closed-form expressions. Numerical simulations demonstrate that the
presented strategy can improve the LPID performance for radar network remarkably to
prevent hostile interceptor attacks. Future work will concentrate on other optimization
criteria to improve LPID performance for radar network architectures.
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