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Abstract. During the software development process, selection of most appropriate at-
tribute is the fundamental challenge for security design. To fulfill the security require-
ments specifications of software, selection procedure of security attributes plays a key role.
Hence, selection of security attributes is a multi-criteria decision making problem. This
article investigates the basic security attributes and assesses the priority through fuzzy-
Delphi analytical hierarchy process method. Five most appropriate attributes have been
taken from review of literature and best practices. The hybrid technique of fuzzy-Delphi
and AHP helps software developers to decide the ranks of suitable security attributes in a
consistent way. Further, the results may be helpful for developers to facilitate the security
attributes during software development.
Keywords: Software security, Security factors, Analytic Hierarchy Process (AHP),
Fuzzy-Delphi method

1. Introduction. Security has always influenced the quality of software. Secure software
is required for secure system because sensitive information is always at risk. Practition-
ers spent lots of money dealing with it, but unfortunately, most of the software is still
insecure [1,2]. Developers and development organizations have very load to develop more
and more software in minimum time. Thus, developers are often confused in selection
of important attributes during software development. These attributes affect security
design of software. In addition, to fulfill security requirements, which one will improve
security more than other attributes is a big question among developers. Practitioners are
always searching new techniques or methods for solving conflicting problem in selection
of attributes to users’ satisfaction.

It is being very hard to find the most appropriate attributes which have negative or
positive impact on each other. From the review of literature and best practices, many
security attributes are identified. This paper discusses five key attributes of security,
i.e., confidentiality, integrity, authentication, availability and authorization [5,6,8]. To
gain the individual weightages of attributes it is required to prioritize them through
some methodology. In this problem there are multiple criteria of attributes to estimate
the priorities of security attributes; hence in this research this problem is considered as
MCDM problem. There should be a method which is based on MCDM (Multi-Criteria
Decision Making) technique to prioritize the security attributes on the basis of weightages

DOI: 10.24507/icicel.12.10.1053

1053



1054 R. KUMAR, S. A. KHAN, A. AGRAWAL AND R. A. KHAN

and ranking [3,4]. Fuzzy Delphi method is a solution to the problem of periodization
of security attributes. Delphi method itself is full of vagueness and does not provide
precise results to any problem. Hence hybridization of it with fuzzy is proposed here for
prioritization of security attributes. Removing vagueness and imprecision from linguistic
variables is the characteristic of fuzzy methods. With the help of this hybrid technique,
security performance, maintenance cost minimization, and environmental flexibility of
software development can be improved. With the help of hybrid technique, this paper
gives the priorities and weightages of security attributes. The rest of the paper is organized
as follows. In Section 2, fuzzy-Delphi analytic hierarchy process is defined. In Section 3
results of the case study for developers are given. In Section 4, conclusion is given.

2. Fuzzy-Delphi Analytic Hierarchy Process. During development, several security
attributes influence each other. Importance of security attributes is useful to improve
security design for user’s satisfaction. An unsuitable selection of security attributes may
outcome in failure of security of software. In addition, security failure affects output,
effectiveness, and reputation of the organization’s business. For right selection of security
attributes, Multi-Criteria Decision Making (MCDM) is used in development organization
to enhance the security of software [5-7]. It may be helpful to manage the security
for longer duration. The method of MCDM includes establishing criteria, evaluating
alternatives, application of a ranking system, and assessing criteria weights [6]. Different
types of MCDM usually construct different results for a set of alternative decisions related
to several criteria. One of the wide uses of MCDM is Analytic Hierarchy Process (AHP)
[6,7].

In AHP technique, assessment is executed through ratio-scale pairwise judgments [6-8].
It is also used for simplifying decision making by initial opinions, feelings and judgments
into a multilevel categorization process that influences the domain of decisions. This is
one of the best commonly used MCDM techniques, which has been applied for determin-
ing unstructured problems at early stage of software development [6,7]. Decision makers
or practitioners share their knowledge in order to set up a tree of hierarchy process. Fur-
ther, the security problems would make it hard for practitioners to use their information
perfectly. To solve the problem, practitioners are using vague terms for acceptance of
decisions. Within the scope of MCDM technique, fuzzy set theory has given a significant
contribution for accepting uncertainty and inconsistent judgments, such as the nature of
human decision making which was not well tackled in classical AHP [6,7].

Fuzzy sets are combined with pairwise comparison of AHP technique [6,7]. The fuzzy
analytic hierarchy process allows more detailed explanation of undefined and confusing
knowledge of decision makers [4,5]. The fuzzy analytic hierarchy process method is chal-
lenging to direct the decision maker’s opinions. Fuzzy analytic hierarchy process method
often changes traditional approaches of study by statistical methods. Delphi is a tech-
nique for configuring a cluster relationship process in a method. In addition, it allows to
members of the set to be challenged [8,9]. It is an iterative process to collect and revise
practitioner’s judgments with the help of information gathering, analysis techniques and
forecasts. Here, authors are using the hybrid technique of three methodologies including
fuzzy theory, Delphi method, and AHP technique [8,10,11]. The whole description of the
methodology is shown in Figure 1.

With hybrid technique of fuzzy-Delphi AHP technique, authors created a hierarchy of all
the steps taken to select and prioritize the security attributes and are briefly explained.
Firstly, an author defines the problem and determines the goal. On the basis of the
problem identified there should be a conduction of survey which would be done on the
practitioners. After the survey, there should be calculation of coefficient of variation (CV)
and if CV is less than 0.5 then additional surveys are stopped and process goes to next
level otherwise again expert surveys are conducted. In the next step Content Validity
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Figure 1. Fuzzy-Delphi analytic hierarchy process

Ratio (CVR) is calculated and if CVR is greater than 0.29 then formation of paired
comparison matrix is done otherwise it goes back for expert surveys again. Further, there
is need to calculate the CR value. If it exceeds 0.1 then questionnaire must be revised
otherwise it will go to next step ahead that is calculation of fuzzy numbers. Next step is
to build fuzzy paired comparison matrix and calculation of weightages. After calculation
of fuzzy weightages, there is need of defuzzification. Defuzzification is done by method
of geometric average. Finally, the ranking of the criteria based on linguistic values is
achieved.

3. Fuzzy-Delphi Analytic Hierarchy Process: Security Perspective. According
to previous section, the first stage in this study is proposing the hierarchy tree of security
attributes [12,13]. Most of the developers as well as practitioners get confused to select
the priority of security attributes according to user’s requirements. There is a big problem
to select most appropriate attribute of security which also influences the security design.
With the help of literature survey and best practices, authors take most important at-
tributes of security that includes confidentiality, integrity, authentication, availability and
authorization. Hierarchy of attributes is shown in Figure 2 [14-16].

After the identification of security attributes, authors prepared a questionnaire and
took the opinions of 22 experts, researchers, and practitioners. With the help of the
opinions, authors can estimate the security by estimating the priority of attributes [17].
For integrated decision maker’s uncertainty, fuzzy-Delphi AHP technique uses a choice
of standard. Experts, researchers and practitioners are assigned scores to the attributes
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Figure 2. Security attributes hierarchy

Table 1. Scale for fuzzy-Delphi analytic hierarchy process

Symbol Intensity of Importance Assigned Numerical Value
WI Without importance 1
LI Low importance 3
MI Moderate importance 5
SI Strong importance 7

VEI Very extreme importance 9

influencing the values in the quantitative way if possible according to scale which is shown
in Table 1.

Researchers or practitioners can choose the important values that reflect their confi-
dence from this range. Pairwise comparison process deals with subjectivity and fuzziness.
Fuzzy-Delphi AHP technique is developed for solving all these selection problems of secu-
rity attributes. A systematic qualitative technique is used to collect and converge expert
opinions [15]. Data gathering is done using this process through a designed set of se-
quential questionnaire. Experts, researchers, and practitioners are from different areas of
research knowledge and may define different weight vectors. During decision process, they
usually cause not only the imprecise measurement but also serious judgments. Variation
Constants (CV) and Content Validity Ratio (CVR) indices have been measured as shown
in Equation (1) for this reason [14,15].

CVR =

(
SE − T

2

) / (
T

2

)
(1)

where T is the total no of experts and SE is no of experts who rated the attribute
essential. If CV is reached at 0.5, additional surveys are stopped. The CVR is established
to validate how needed the given factor is in design of security of software. The CVR
ranges from +1 to −1. A positive (+1) value is used for indicating that experts were
in agreement that a factor is important. The CV is the ratio of the standard deviations
and use it easier to compare the overall fuzziness of the data obtained. The calculation
is stopped additional surveys for appropriate evaluation level which is shown in Table 2.

In the next step, opinions are considered directly from the experts for creating the
paired comparison matrix. Further, input data satisfies a consistency check. If it is not
satisfied then it goes back to previous step and revises the pairwise comparisons again.
Paired comparison matrix for security attributes is shown in Table 3 for the first expert.

Table 2. CV and CVR results for final attributes assessment

Security Attributes CV CVR
Confidentiality 0.08 0.5

Integrity 0.10 0.2
Authentication 0.25 0.6

Availability 0.19 0.4
Authorization 0.25 0.4
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Table 3. Paired comparison matrix for security attributes

Experts Criteria Confidentiality Integrity Authentication Availability Authorization

1

Confidentiality 1 1.29 1.80 1.29 1.80
Integrity 0.78 1 1.40 1 1

Authentication 0.56 0.71 1 0.72 1.40
Availability 0.78 1 1.40 1 1.40

Authorization 0.56 0.72 1 0.71 1

In next step, the variation of judgments can be taken using the largest eigenvalue τmax.
Here is given a (n× n) square matrix, a number (τmax − n) measures the deviation of the
judgments from the consistent approximation. The closer max is to n, the more consistent
the result is. The deviation of consistency is represented by the Consistency Index (CI)
and then the Consistency Rate (CR) is calculated, which are defined in (2) and (3). The
Random Index (RI) is determined by the size of n. CR is consistent in cases where it is
smaller than or equal to 0.1. If it exceeds 0.1, the pairwise comparison needs to be done
again or the questionnaire has to be revised [4,14,17]:

CI = (τmax − n)/(n − 1) (2)

CR = CI/RI (3)

Opinions of practitioners are directly taken to calculate fuzzy numbers (aij). Based
on logic of Triangular Fuzzy Numbers (TFNs), maximum and minimum values of prac-
titioners’ opinions are marked as limit point. Geometrical Mean (GM) is calculated as
membership degree of TFNs. In this case, a fuzzy number is defined as presented in (4) to
(7). It is obvious that fuzzy number components are defined in a way that aij ≤ bij ≤ cij;
these components vary in range (1/9, 9) [4,16,18]:

Aij = (aij, bij, cij) (4)

aij = min Bijk (5)

bij =
[∏

Bijk

]1/n

(6)

cij = max Bijk (7)

where k = 1, 2, 3, . . . , n.
In (4) to (7), Bijk shows relative importance of attributes i over attributes j from view-

point of the kth person, aij and cij are, respectively, lower and upper limits of opinions,
and bij is also geometrical mean of these opinions.

In addition, paired comparison matrix of the fuzzy-Delphi has been created using (6).
Further, comparison matrix for security attributes is formed as presented in (8) and matrix
(9) [4,14,15]. The resulting fuzzy-Delphi comparison matrix is shown in Table 4.

A = [aij]n∗n (8)

where i, j = 1, 2, 3, . . ., n.

A =

 (1, 1, 1) (a1j, b2j, c3j) (a1n, b1n, c1n)
− (1, 1, 1) (a2n, b2n, c2n)
− − (1, 1, 1)

(9)

Relative fuzzy weights of security attributes are calculated using Equation (10). After
getting the final weights of each security attribute, all values obtained become non-fuzzy
based on (11) [4, 17]. Table 5 shows the results of fuzzy and crisp weights and also the
ranking scores for each attribute of security.

Wi = Zi ⊘ (Zj ⊗ · · ·Zn) (10)

Wi =
(∏

Wij

)1/n

(11)
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In Table 5, the results are especially applicable for security design during software
development. This means that, in this study, integrity is the most important criterion
followed by authentication, availability and authorization respectively. Figure 3 shows
the graphical representation of the results. The results can also be changed by changing
the numbers and nature or behavior of experts. This technique can also be used in other
fields of prioritization.

Table 4. Fuzzy-Delphi paired comparison matrix

Criteria
Confidentiality Integrity Authentication Availability Authorization
a b c a b c a b c a b c a b c

Confidentiality 1 1 1 1 1.36 1.80 1 1.68 3 1 1.6 1.80 1.40 2.45 3
Integrity 0.56 0.74 1 1 1 1 1 1.25 1.67 0.71 1.18 1.40 1.40 1.81 2.34

Authentication 0.34 0.59 1 0.60 0.80 1 1 1 1 0.60 0.95 1.40 1 1.45 1.67
Availability 0.56 0.63 1 0.71 0.85 1.40 0.71 1.05 1.67 1 1 1 1 1.53 2.34

Authorization 0.34 0.41 0.71 0.43 0.56 0.71 0.60 0.69 1 0.43 0.66 1 1 1 1

Table 5. Weightages and ranking of security attributes

Criteria Fuzzy Weights Non-fuzzy Weights Percentage Ranking
Confidentiality 0.10 0.18 0.30 0.17 17.00% 4

Integrity 0.16 0.30 0.50 0.28 28.00% 1
Authentication 0.13 0.22 0.36 0.22 22.00% 2

Availability 0.11 0.19 0.36 0.20 20.00% 3
Authorization 0.11 0.12 0.22 0.13 13.00% 5

Figure 3. Graphical representation of security attributes

4. Conclusion. Unsuitable selection of security factors may harm or cause failure of
security during software use. Thus, selection and prioritization of these factors are impor-
tant which are done by decision makers. Practitioners mostly select the best guidelines
of development. The guidelines are based on MCDM methods. In addition, different
MCDM methods regularly produce different outcomes for ranking of attributes to users’
satisfaction. The results of this paper are showing the potential of the proposed fuzzy-
Delphi AHP. Further, it can help practitioners obtain more strong decisions, especially
in security design during software development. The results have been changed through
the conditions of software industry, available development technology of the security, and
their availability, etc.
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