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Abstract. The transmitted and received data through the communication channels and
the stored data on media must be secured. There are many cryptographic algorithm
systems such as Advanced Encryption Standard (AES), Blowfish and Rivest, Shamir,
and Adleman (RSA). Trying to strengthen these algorithms faces many drawbacks, and
the most important problem is adding much time to the delay packet to sustain security on
the communication channel between terminals. This paper proposes an algorithm system
for binary encryption and decryption. This algorithm based on converting zero to one
and one to zero based on a mathematical equation. The proposed algorithm introduces
high performance of speed in addition to reproducing the original binary data bits with
no loss of information in the decryption and encryption process. Also this algorithm is
a very fast, precise, distinguished method and more flexible than other recent algorithms
and it has passed all security requirements to be used in many software and hardware
applications; for example, the speed for encryption/decryption process after test is about
20% faster than the AES algorithm encryption/decryption process.
Keywords: Binary codes, CryptoBin, Cryptography, Decryption, Encryption, Security
analysis

1. Introduction. Cryptography has a long history in securing data and information
and keeping it away from lost or from being available for others and intruders during
transmitting it across insecure networks such as (Internet or wireless networks) or storing
it on media. So that it was mandatory to hide or change the plaintext form that cannot
be read by anyone except who has the authorization to read it [1]. The cryptography
system is a set of processes or functions with keys to convert the plaintext to encrypted
text and then convert it back to the original text again [2].

The traditional cryptographic algorithm systems have many drawbacks [3], such as
Advanced Encryption Standard (AES) [4] which needs more processing and requires more
rounds of communication, Blowfish [5] which also has weakness in decryption process over
other algorithms in terms of time consumption and serially in throughput, the Rivest,
Shamir, and Adleman (RSA) [6] encryption and decryption algorithm which needs a lot
of calculation and whose speed is slow, compared with the symmetric algorithm [7].
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In this paper a new cryptographic algorithm system for binary codes based on a pro-
posed mathematical equation. The main idea of this algorithm is converting zero to one
and one to zero by using a mathematical equation using the values, which generated from
the inserted two keys by mathematical function using based on logic functions. The mes-
sage is divided into bytes, each of which is composed of 8 bits. The first key specifies the
bit where the change of bit value (0 to 1, 1 to 0) occurs till the end of each byte of the
message. The second key value is used to calculate how many bytes used with the first
key value before it decreased by one-bit value. The decryption procedure is similar in
process to the encryption in the same order. The proposed algorithm system can regen-
erate the original binary data byte with no loss of data or information for the encryption
and decryption process. By using two secret keys, the algorithm is more secure and it
is hard to guess the keys value or attacked. The proposed algorithm has been compared
with other recent algorithms and it was fast, simple and flexible enough. For validation of
our new algorithm the security requirements have been applied and it has been suitable
for using it in many software and hardware applications.

The second section demonstrates the problem formulation, the proposed algorithm
(CryptoBin) will be explained in the third section, the fourth section discusses the sta-
tistical tests for cryptographic applications and its results, and finally the conclusion will
be introduced.

2. Problem Formulation. Cryptographic algorithms are used for keeping records se-
cured. Their complexity and capacity to resist attack varies from one system to another
such as Triple Data Encryption Algorithm (3DES) [8], Rivest Cipher 4 (RC4) [9], Ad-
vanced Encryption Standard (AES) [5], Blowfish [6], and Rivest, Shamir, and Adleman
(RSA) [6].

Information is one of the most important elements of any organization, we do not
find enough attention to protect it, and the lack of attention may be due to a lack of
knowledge of the technology that keeps this information (Computer), or just think that
this information is impossible to be lost [10]. With the development of computer systems
and networks discovered and used extensively, it has become much more complicated to
protect information [11].

Information can be divided into two main types: first one, Electronic Information and
the second one, traditional information (such as paper) [12]. Electronic information is
susceptible to damage and attack more than traditional information for the following
reasons [13]:

• The possibility of electronic information leakage.
• Electronic information not visible to the eye.
• Information may save by using a small-sized liquid.
• The difficulty of dealing with the computer.
• Increased communication and networking.

Information security is used to protect and secure the information and all the resources
used to process information, the security of computers, the mass transfer of information,
and networks. In order to prevent security breaches of confidential information and save
information in a secure way, that will be done by using a secure encryption system [14].

3. Proposed CryptoBin Algorithm. Due to the large number of global encryption
systems and frequent attempts by hackers to break these systems, it has become necessary
to invent a new encryption system characterized by speed, flexibility and ease in handling,
as well as to reduce the risk of others to attack or obtain important information.



ICIC EXPRESS LETTERS, VOL.12, NO.2, 2018 119

3.1. Secret key generation. The idea of new cryptographic system is dealing with a
single 8-bits which represented as a byte where all digital signals are in form of (0, 1). The
system collects every 8 digital signals (8-bits) consisting of (0, 1) until it has made up one
byte. The algorithm uses two secret keys. The first secret key value can be derived from
a simple mathematical equation to obtain a number from 0 to 7 which it used to allocate
which bit of each byte the system will start swapping (0 to 1, 1 to 0) from. The first secret
key value divides the 8-bits into two parts; the first part is before the value of the key,
it has no change on it, and the NOT function is applied to the second part which comes
after the value of the first key to the end of bits in the byte, so the zero becomes one and
the one becomes zero. The first key value will be applied to a number of bytes equal to
the second key value. The second key is used to divide the whole message into intervals,
each of whose length equals the second key value. After each interval the first key value
decreased by one number. Using two key values increases the security and makes it more
difficult to guess the value of keys. The result from that encryption algorithm is having
encrypted byte with different values from the original byte before encryption, without
using complex equations which consume time. At decryption process the first and second
secret keys are derived from the same simple mathematical equations and do the same
job as encryption process. So the final result is obtaining the original byte again.

3.2. CryptoBin structure. Assume that the first byte in the message is 10111001 in
binary value which is equivalent to 185 in decimal value, and we called it “Plain binary”,
then a value for the first key will be inserted by the user, this value will be applied to
the secret key equation (any number MOD (8)) to generate a new number from 0 to 7;
for example, the generated number will be = 3, which will be used to allocate which bit
of each byte the system will start swapping (0 to 1, 1 to 0) from. The user will insert
another number that will be used to determine the interval length which we called the
second key value. For example, the second key value = 100.

Figure 1. Flowchart for CryptoBin structure
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Figure 1 shows a flowchart that describes the CryptoBin system from starting process,
then receiving the keys values, after that starting a loop from 1 to 8, the received key
value which archives the NOT function on bits, and creates a temporary value that stores
the bit value, if it is 0 then swap it to 1 and vice versa. The next step is merging swapped
values with non-swapped values to combine the encrypted byte.
′CryptoBin Software Code 1
Dim mod bin, bin Data bit As String, key As Integer = 3, Plain binary As string =
′′10111001′′, Encrypted binary As string
For x = 1 To 8 − key ′NOT Function

If Mid(Plain binary, key + x, 1) = 0 Then : bin Data bit = 1
Else bin Data bit = 0 : End If
mod bin = mod bin + bin Data bit

Next x
Encrypted binary = Mid(Plain binary, 1, key) + mod bin : mod bin = vb.empty ′reset
value
the Result is Encrypted binary = 10100110 = 166 in decimal value
The first example can be used in stream binary encryption and the same software code
can be used also in block of binary values with the next code example
′CryptoBin Software Code 2
Dim Plain binary = {′′10001110′′, ′′10011011′′, ′′00010010′′}, mod bin, bin Data bit,
temp binary As String, key As Integer = 3, Encrypted binary As New ArrayList
For n = 0 To Plain binary.Count − 1 ′Encryption
For x = 1 To 8 − key

If Mid(Plain binary(n), key + x, 1) = 0 Then : bin Data bit = 1
Else bin Data bit = 0 : End If

mod bin = mod bin + bin Data bit
Next x
temp binary = Mid(Plain binary(n), 1, key) + mod bin : Encrypted binary.Add(temp
binary) : mod bin = vb.empty : Next n
Decrypted binary As New ArrayList ′Decryption
For n = 0 To Encrypted binary.Count − 1
For x = 1 To 8 − key ′NOT Function

If Mid(Encrypted binary(n), key + x, 1) = 0 Then : bin Data bit = 1
Else bin Data bit = 0 : End if
mod bin = mod bin + bin Data bit : Next x
temp binary = Mid(Encrypted binary(n), 1, key) + mod bin
Decrypted binary.Add(temp binary) : mod bin = vb.empty

Next n
Figure 2(a) shows that the secret key divides the byte into two parts; the first part

has no change in bits’ value, but the second part the NOT function is applied to it, that
means the bit’s value changes (0 to 1, 1 to 0) till the end of each byte of the message.
This results in a new byte value differing from the original byte value called encrypted
byte.

Figure 2(b) shows that the secret key divides the encrypted byte into two parts; the
first part has no change in bits’ value, but the second part the NOT function is applied
to it, that means the bit’s value changes (0 to 1, 1 to 0) till the end of each byte of the
message. This results in original byte value differing from the encrypted byte value called
decrypted byte.

4. Statistical Tests for Cryptographic Applications and Results. The statistical
tests consist of sixteen types of tests that were created to check the randomness of binary
sequences. These tests concentrate on an assortment of various sorts of non-randomness
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Figure 2. Encryption and decryption processes

that might exist in sequences. Each test is depending on a calculated test statistic value,
which is an element of the testing sequence. The test measurement value is used to
calculate a Pvalue that outlines the quality of the proof against the theory about flawless
arbitrariness of the number generator. For each test from test suite, the Pvalue is the
likelihood that the ideal arbitrary number generator would have created a sequence less
random than the sequence that was tested, given the sort of non-arbitrariness surveyed
by the test. In the event that a Pvalue for a test is resolved to be equivalent to one, then
the grouping seems to have idealized irregularity. A Pvalue of zero shows that the grouping
seems, by all accounts, to be totally non-arbitrary. A critical level can be decided for the
tests. The parameter indicates the likelihood of test dismissing a testing generator that
is in certainty superbly arbitrary. If Pvalue ≥ α then the sequence appears to be random
to significant level α. If Pvalue < α the sequence appears to be non-random. The typical
values for α are chosen in the range [0.001-0.01] [15].

In this algorithm technique Frequency (Monobit) Test is used and the Pvalue for different
file sizes as shown in Table 1 and Figure 3 shows the same results of this test.

Table 1. Frequency test results

File Size 1KB 10KB 100KB 1MB 10MB
Pvalue 0.8975 0.961 0.973 0.9757 0.9884

Figure 3. Frequency test random results
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Test file size is (1kB = 1024Byte = 8192Bit)

n0 = 4062, n1 = 4130, n = 8192, Sn = 68

Sobs =
(
|Sn|/

√
n
)

= (68/90.509668) = 0.7513

Pvalue = erfc
(
Sobs/

√
Sn

)
= 0.8873

Pvalue ≥ 0.01 then the sequence is random.
The results came out from frequency test prove that the generated encrypted file from

using CryptoBin Algorithm has a random sequence.
By implementing algorithms in a standard language such as (Java, C++), using their

standard specifications, and testing on two different hardware platforms, compare their
speed performance in encryption/decryption process by testing data files in different sizes
(32, 64, 128, 256, 512) KB and measure the time duration of each process separately.
Table 2 shows the encryption process time/file size for each algorithm. As a result, the
new algorithm is at least 20% faster than all of them.

Figure 4 is an illustrative example of a sample of 128, 256 and 512 KB clusters measuring
the speed of the cryptographic process for each algorithm, demonstrating the speed of the
new algorithm.

From previous comparison results, it has been revealed that the algorithm is relatively
fast and simple to use. It fits hardware and software applications which depend on data
streaming.

The algorithm does not affect the continuous streaming of data when interrupting it;
furthermore, it maintains high speed streaming data in highly secured environment.

Table 2. Comparison of popular algorithms

Data (KB)

Encryption/Decryption Time (seconds)

RSA RC4 Blowfish AES
CryptoBin

(ours)
32 9.45 4.60 4.52 2.02 0.14
64 10.53 4.88 4.70 2.13 0.27
128 11.41 5.20 5.02 2.29 0.448
256 16.27 6.70 6.51 2.47 1.70
512 24.44 7.40 7.24 2.63 2.20

Figure 4. Comparison chart of popular algorithms and CryptoBin
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5. Conclusions. In this paper, we have presented a new algorithm for binary encryption
based on (0, 1) called CryptoBin. A simple technique has been used in this algorithm; it
depends on dealing with each binary byte (0, 1) separately, the input data size is one byte
and the output data size is also one byte so that the encrypted message is equal to the
plain message. The proposed algorithm has two secret keys, that increases the security in
the encryption process and also it is applied by the same steps to the decryption process
and it takes the same time duration and also introduces high security. This system can be
used in many applications such as encrypting a block of data and storing it as a file, and
also it can be used in hardware systems and embedded systems, such as microcontrollers
which deal with a stream of digital data to encrypt data byte by byte. The advantages of
this system can be concluded in simplicity, speed, flexibility, and ease-of-use. And using
two keys values increases the complexity and security for this algorithm. Non-proliferation
and known as new system makes it difficult to break. From the test results and comparing
it with other algorithms, the CryptoBin algorithm is 20% much faster than the others in
encryption/decryption process.
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