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Abstract. Due to the rapid development of network applications and the biometric
techniques, users can use a single smart card in multi-server communication environment
to get the benefit of different services. Choi et al. proposed an anonymity-preserving
biometric-based multi-server authentication scheme using smart card with the functions
of session key agreement, mutual authentication and forward secrecy. However, we found
that Choi et al.’s scheme is vulnerable to some attacks such as offline identity guessing
and insider attack. The scheme has mutual authentication problem and fails to maintain
forward secrecy. We find, if adding a simple and experimentally feasible modification
to the Choi et al.’s scheme, the modified scheme can protect the session key against
some collective attacks and achieve perfect forward secrecy. We also show this simple
modification of their scheme with better efficiency.
Keywords: Authentication, Smart card, Biometric, Anonymity, Forgery attack, Insider
attack, Forward secrecy

1. Introduction. In recent years, remote authentication has been an important issue
for the communication applications in Internet. In 2009, Hsiang and Shih [1] proposed
a dynamic ID based remote user authentication scheme for multi-server environment.
In 2010, Li and Hwang [2] proposed a biometric-based scheme that was based on the
biometrics verification. In 2011, Chen et al. [3] proposed attacks to Wan et al.’s scheme
[4] and proposed an improvement scheme. Many researchers found that Chen et al.’s
scheme is still vulnerable to the offline password-guessing attack such as Kumari et al. [5]
and Yu and Shieh [6]. In particular, Choi et al. [7] showed that Chuang-Chen’s [8] multi-
server authenticated key agreement scheme does not resist some attack and lacked the
smart card and session key verification mechanism. Choi et al. also proposed a remote
authentication scheme using smart card that is an improvement from Chuang-Chen’s
scheme. However, we found that Choi et al.’s scheme is still vulnerable to some attacks.
First at all, when the attacker registers himself as a legal user and interprets the login and
authentication request/response messages, she/he can compute the important common
secret value of each smart card and offline guesses the user identity. Therefore, their
scheme suffers the anonymous problem. Secondly, if the insider records the registration
values of the registered users in the registration center and is also a legal user who has
computed the common secret from herself/himself smart card, even the insider has not
the smart card, password or biometrics of users, the insider can get the secret information
and attack the scheme like identities and session keys. Thirdly, if the attacker is a legal
user and performs the offline identity guessing attack successfully, the attacker also can
perform the server spoofing attack. Similarly, if the attacker gets the smart card of user,
the attacker also can perform the user impersonation attack. Therefore, their scheme
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suffers the mutual authentication problem. Finally, Choi et al.’s scheme cannot provide
the forward secrecy. The attacker can get the session keys that only need the messages
in the common channel without the long-term secret, smart card, password or biometrics
of users. Through entire analysis, we find that Choi et al.’s scheme may be not suitable
for applications in the network which requires user privacy and security. We also find, if
adding a simple and experimentally feasible modification to the Choi et al.’s scheme, the
modified scheme can protect the session key against some collective attacks and achieve
perfect forward secrecy. We also show this simple modification of their scheme with better
efficiency.

The remainder of this paper is presented as follows. In the next section, a brief review of
Choi et al.’s scheme is given. After that, we point out the weakness of Choi et al.’s scheme
in Section 3. In Section 4, we propose a simple and experimentally feasible modification
to the Choi et al.’s scheme. Then, we discuss the security of the modified scheme and
show it with better efficiency than Choi et al.’s scheme in Section 5. Finally, we give our
conclusion in the last section.

2. Review of Choi et al.’s Scheme. There are four phases in Choi et al.’s scheme
[7]: the registration, login, authentication, and password change phases. The notations
used in this paper are summarized in Table 1 and the description of each phase is as the
following.

Table 1. The notations used in this paper

Notations Description Notations Description
RC Registration center PWi Password of Ui

Sj Server j BIOi Biometrics of Ui

x A secret value of RC AIDi Anonymous identity of Ui

PSK A secret key of RC and all S h(·) One-way hash function
Ui User i ⊕ bitwise XOR operator
Ua Attacker || Concatenation operator
SCi Smart card of Ui a common channel
IDi Identity of Ui a secure channel
SIDj Identity of Sj

2.1. Registration phase. In Choi et al.’s scheme, servers and users must register to the
registration center RC. Firstly, Ui chooses the identity IDi, password PWi and inserts
her/his biometric information BIOi to compute h(PWi⊕BIOi). Then, Ui sends her/his
identity IDi and h(PWi⊕BIOi) to RC for registration via a secure channel. If RC accepts
the request, RC computes Ai = h(IDi||x), Bi = h(Ai) = h2(IDi||x), Ci = h(PWi⊕BIOi)⊕
Bi, Di = PSK⊕Ai ⊕h(PSK) and Ei = h(PSK)⊕h(PWi⊕BIOi), where x is the secret key
of RC and PSK is the secret key of all servers. Finally, RC gives Ui a smart card SCi

containing {IDi, Bi, Ci, Di, Ei, h(.)} via a secure channel. In the server side, RC uses the
same PSK to all the authorized servers and facilitates the user’s authentication procedure.

2.2. Login and authentication phase. When Ui wants to log in to the server Sj, Ui

inserts SCi and inputs IDi, PWi and BIOi with a sensor. The smart card SCi computes
B′

i = h(PWi⊕BIOi) ⊕ Ci and checks if B′
i is equivalent to the stored Bi. If yes, SCi

generates a random number N1 and computes h(PSK) = Ei ⊕ h(PWi⊕BIOi), M1 =
h(Bi)⊕ N1 ⊕ h(PSK), AIDi = h(N1)⊕IDi and M2 = h(N1||AIDi||Di||SIDi||Ti). Then,
SCi sends the message {AIDi,M1,M2, Di, Ti} to the server Sj, where Ti is the timestamp
of Ui.
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After receiving the message form Ui, the server Sj retrieves Ai = Di⊕PSK⊕h(PSK),
N1 = M1 ⊕ h2(Ai) ⊕ h(PSK), and checks whether M ′

2 = h(N1||AIDi||Di||SIDj||Ti) is
equivalent to the received M2 and the freshness of Ti. If it fails, Sj rejects Ui’s login
request. Otherwise, it accepts the request and generates a random number N2, computes
the session key SKji = h(N1||N2), M3 = N2 ⊕ h2(N1)⊕ h(PSK), M4 = h(SIDj||N2||AIDi)
and sends the message {SIDj, M3, M4} to Ui. Upon receiving the message from Sj, SCi

retrieves N2 = M3 ⊕ h2(N1) ⊕ h(PSK), and checks whether M ′
4 = h(SIDj||N2||AIDi)

is equivalent to the received M4. If it fails, Ui terminates this session. Otherwise, SCi

computes the session key SKij = h(N1||N2), SKij ⊕ h(N2) and sends SKij ⊕ h(N2) to Sj.
After receiving the message, Sj checks whether SKij ⊕h(N2) is equivalent to the received
value. If it fails, Sj rejects Ui’s request. Otherwise, Sj successfully authenticates Ui.

2.3. Password change phase. When Ui wants to change the password, Ui inserts SCi

and inputs IDi, PWi, BIOi and new password PW∗. The smart card checks whether
the IDi and B′

i = h(PWi⊕BIOi) ⊕ Ci ⊕ h(PSK) is equivalent to the stored IDi and B′.
If it fails, SCi rejects Ui’s request. Otherwise, SCi accepts this request and computes
C∗

i = Ci ⊕ h(PWi ⊕ BIOi) ⊕ h(PW ∗
i ⊕ BIOi) to replace Ci.

3. Our Attacks to Choi et al.’s Scheme. In this section, we demonstrate the weak-
nesses of Choi et al.’s scheme and follow three assumptions regarding capabilities of an
attacker as suggested by Kocher et al. [9], Messerges et al. [10] and Huang et al. [11]
respectively. Firstly, an attacker has total control over the common channel connecting
the users and the remote server in login/authentication phase that the adversary can
intercept, insert, delete, or modify any message transmitted via a common channel. Sec-
ondly, an attacker may either steal a user’s smart card or obtain a user’s password, but
not both. Thirdly, the adversary attacker can register as legitimate users and take legal
smart cards. Those assumptions are similar to the analyzed Chuang-Chen’s scheme of
Choi et al. From previous assumptions, we analyze the weaknesses existing in Choi et
al.’s scheme.

3.1. The weakness of anonymity and offline identity guessing attack. We find
the Choi et al.’s scheme has a constant value h(PSK) in all smart card. If attacker Ua

is a legal user, using the legal registered smart card SCa = {IDa, Ba, Ca, Da, Ei, h(.)}
with Ua self-choice identity IDa, password PWa and biometric information BIOa. Ua can
get the h(PSK) from h(PSK ) = Ea ⊕ h(PWa⊕BIOa). From the request and response
message {AID i,M1,M2, Di, Ti} and {SID j, M3,M4} between Sj and Ui, Ua can guess
an identity ID ′

i and computes h(N1)
′ = AID i ⊕ ID ′

i, N ′
2 = M3 ⊕ h(h(N1)

′) ⊕ h(PSK ),
M ′

4 = h(SID j||N ′
2||AID i). If M ′

4 ̸= M4, Ua repeats same steps. If M ′
4 = M4, it implies

ID ′
i = ID i, Ui’s identity, and Ua gets the random N2 generated by the server. After

getting the N2, the attacker can compute the session key from the response message,
SK ij ⊕ h(N2) from user to server, using SK ij = SK ij ⊕ h(N2) ⊕ h(N2).

3.2. The insider attack. Choi et al.’s scheme supposes that the user Ui never sends
plain PWi and BIOi to the RC which cannot obtain the user’s password or biometrics
and cannot compute the PWi using h(PW i⊕BIO i) because the biometric information has
high entropy. So, the insider adversary cannot figure out Ui’s PWi and BIOi. Therefore,
the proposed scheme is secure against the insider attack.

However, we find the insider can successfully attack their scheme. First of all, assume
that the insider records the registration values of identity IDi of all registered users and
stores the value in a data base DB. The insider also registers herself/himself as a legal
user. From previous Section 3.1, she/he can compute the common secret h(PSK) from
her/his smart card. Based on these assumptions, we show the insider attack as follows.



178 P. YU AND W.-G. SHIEH

Firstly, the insider Ua intercepts and records the request and response message {AID i,
M1,M2, Di, Ti}, {SID j,M3,M4} and SK ij ⊕ h(N2) between Sj and Ui that classifies the
users by the constant value Di. The attacker can use the identity ID ′

i in her/his DB and
computes h(N1)

′ = AID i⊕ID ′
i, N ′

2 = M3⊕h(h(N1)
′)⊕h(PSK ), M ′

4 = h(SID j||N ′
2||AID ′

i).
If M ′

4 ̸= M4, then Ua repeats with some other ID ′
i and so on until getting success. If

M ′
4 = M4, it implies that Ua has successfully guessed Ui’s identity ID ′

i = ID i and get
the random N2 generated by the server. After getting the N2, the attacker can compute
the session key SK ij = SK ij ⊕ h(N2) ⊕ h(N2) from the response message from user to
server and records the {ID i, SID j, Di, h(N1), N2, Ti} as a record in her/his DB to another
attack. In this attack, the insider also has not the SC i, PW i or BIOi of Ui that only
record the identity of user to register and the intercepted message in the common channel.
Therefore, an insider can get the secret information and attack the scheme.

3.3. The server spoofing attack. Firstly, the attacker Ua gets h(PSK) and h(N1) from
Section 3.1. Secondly, Ua blocks the response message to Ui, generates a random number
N ′

2 and computes the session key SK ′
ji = h(N1||N ′

2), M ′
3 = N ′

2 ⊕ h2(N1) ⊕ h(PSK ),
M ′

4 = h(SID j||N ′
2||AID i) and sends the message {SID j,M

′
3,M

′
4} to Ui. Upon receiving

the message from Ua, SC i retrieves N ′
2 = M ′

3 ⊕ h2(N1) ⊕ h(PSK ), and finds M ′′
4 =

h(SID j||N ′
2||AID i) that is equivalent to the received M ′

4. SC i will compute the session
key SK ′

ji = h(N1||N ′
2), SK ′

ij ⊕ h(N ′
2) and sends SK ′

ij ⊕ h(N ′
2) to Sj. After blocking the

response message to Sj, Ua successfully performs the server spoofing attack.

3.4. The smart card lost and user impersonation attack. Firstly, the attacker Ua

gets h(PSK ) and h(N1) as Section 3.1 and obtains ID i, Bi, and Di from the smart card SC i

of Ui. Then, Ua generates a random number N ′
1 and computes M ′

1 = h(Bi)⊕N ′
1⊕h(PSK ),

AID ′
i = h(N ′

1)⊕ ID i and M ′
2 = h(N ′

1||AID ′
i||Di||SID j||Ta). Thirdly, Ua sends the message

{AID′
i,M

′
1,M

′
2, Di, Ta} to the server Sj. After receiving the message from Ua, the server

Sj can find M ′′
2 = h(N ′

1||AID ′
i||Di||SID j||Ta) that is equivalent to the received M ′

2 and the
timestamp Ta is fresh. Thus, Sj accepts Ua’s request as Ui. Then, Sj generates a random
number N2 and computes the session key SK ′

ji = h(N ′
1||N2), M ′

3 = N2⊕h2(N ′
1)⊕h(PSK ),

M ′
4 = h(SID j||N2||AID ′

i) and sends the message {SID j,M
′
3,M

′
4} to Ua. Upon receiving

the message from Sj, Ua retrieves N2 = M ′
3 ⊕ h2(N ′

1)⊕ h(PSK) and computes the session
key SK ′

ji = h(N ′
1||N2), SK ′

ij ⊕ h(N2) and sends SK ′
ij ⊕ h(N2) to Sj. After receiving

the message, Sj can find that the computed SK ji ⊕ h(N2)
′ is equivalent to the received

SK ′
ij ⊕ h(N2) and successfully authenticate Ua.

3.5. Forward secrecy problem. Forward secrecy guarantees that a session key derived
from a set of long-term keys cannot be compromised if one of the long-term keys is
compromised in the future. However, from Section 3.1, the attacker can compute the
session key using the validation message from user to server. Hence, Choi et al.’s scheme
cannot provide the perfect forward secrecy.

4. The Simple Modification to the Choi et al.’s Scheme. In this section, we pro-
pose a simple modification to the Choi et al.’s scheme. In our scheme, we also use the
timestamp to avoid replay attack of the Chuang-Chen’s scheme and use the characteristic
of challenge/response to avoid the failure of perfect forward secrecy of the Choi et al.’s
scheme. Our scheme also consists of four phases that describes as the following. Our
password change phase is similar to that of Choi et al.’s scheme and thus we skip its
description. The symbols in our scheme are defined as in the Choi et al.’s scheme in Table
1.
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Figure 1. Registration phase

4.1. Registration phase. Our registration phase uses the hash function to hide the
PSK in the last step as Di = Ai ⊕ h(PSK). We note that the Chuang-Chen’s and Choi
et al.’s schemes both use the PSK in plaintext and abridge the value Ei in the Choi et
al.’s scheme. Firstly, Ui chooses the identity IDi and password PWi. Secondly, the user
Ui computes the value h(PWi⊕BIOi). Then, the user Ui sends IDi and h(PWi⊕BIOi) to
RC via a secure channel. If RC accepts the request, RC computes Ai = h(IDi||x), Bi =
h(Ai) = h2(IDi||x), Ci = h(PWi||BIOi) ⊕ Bi and Di = Ai ⊕ h(PSK). Then, RC gives Ui

a smart card SCi containing {ID i, Bi, Ci, Di, h(.)} via a secure channel. The registration
phase is shown as Figure 1.

4.2. Login and authentication phase. When Ui wants to log in to the server Sj, she/he
inserts smart card SCi and inputs IDi, PWi and BIOi. The smart card SCi computes B′

i =
h(PWi⊕BIOi)⊕Ci and checks whether B′

i is equivalent to the stored Bi. If it is successful,
SCi generates a random number N1 and computes h(PSK) = Di ⊕ h(PWi⊕BIOi), M1 =
h(Bi)⊕N1⊕h(PSK), AIDi = h(N1)⊕IDi and M2 = h(N1||AIDi||Di||SIDj||Ti). Then, SCi

sends the message {AID i,M1,M2, Di, Ti} to the server Sj, where Ti is both the current
timestamp and the challenge nonce of Ui.

After receiving the message from Ui at time Ts, the server Sj checks the freshness of
Ti. Then, Sj retrieves Ai = Di ⊕ h(PSK), N1 = M1 ⊕ h2(Ai) ⊕ h(PSK), and checks
whether M ′

2 = h(N1||AIDi||Di||SIDj||Ti) is equivalent to the received M2. If it fails, Sj

rejects Ui’s login request. Otherwise, Sj accepts Ui’s request and generates a random
number N2. Sj computes the session key SKji = h(N1||N2), M3 = N2⊕h2(N1)⊕h(PSK),
M4 = h(SID j||N2||AID i||Ti) and sends the message {SID j, M3,M4} to Ui. Upon receiving
the message from Sj, SCi retrieves N2 = M3 ⊕ h2(N1) ⊕ h(PSK), and checks whether
M ′

4 = h(SIDi||N2||AIDi||Ti) is equivalent to the received M4. If it fails, Ui terminates this
session. Otherwise, SCi computes the session key SKij = h(N1||N2) as the session key.
The authentication phase is shown as in Figure 2.

4.3. Password change phase. Our registration phase is similar to that of Choi et al.’s
scheme. When the user U wants to change her/his password from PW to PW∗, Ui inserts
her/his smart card SCi into a card reader and inputs her/his IDi, PWi, BIOi and PW∗.
The smart card SCi checks whether the IDi and B′

i = h(PWi⊕BIOi) ⊕ Ci are equivalent
to the stored IDi and B′. If it fails, SCi rejects Ui’s request. Otherwise, it accepts Ui’s
password changing request. The SCi computes C∗

i = Ci⊕h(PWi⊕BIOi)⊕h(PW∗
i⊕BIOi)

and replaces Ci with C∗
i . The password change phase is shown in Figure 3.

5. Security and Efficiency Analysis. In this section, we analyze the security and
performance of our scheme. Our scheme is similar to the Choi et al.’s scheme. Our scheme
also inherits some weaknesses in the Choi et al.’s scheme. Nevertheless, the replay attack
will fail due to our timestamp challenge/response scheme. Based on the scheme, a replay
attack cannot pass the subsequent challenges. When the server Sj receives the message
{AIDi,M1,M2, Di, Ti}, it includes a challenge nonce Ti from Ui. Therefore, the Sj must
send back to Ui from a corresponding value derived from Ti as the response nonce. When
Ui receives the message M4, it includes the challenge nonce Ti. Note that Ti as challenge
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Figure 2. The login and authentication phase of our scheme

Figure 3. The password change phase of our scheme

nonce is fresh. Additionally, we do not send the response message from Ui to Sj. Without
knowing the response message {SKij ⊕h(N2)} from Ui to Sj, the attacker is impossible to
create session key SKij = h(N1||N2). Hence, our scheme can provide the perfect forward
secrecy.

The performance comparisons of our proposed scheme with Chuang-Chen’s and Choi
et al.’s schemes are summarized in Table 2. In three schemes, in the registration phase
of user, the computation cost is equal. In the registration phase of RC, both performs
three hashing operations but Choi et al.’s scheme performs two more XOR operations
to adds a value Ei. In login and authentication phase of user, our scheme performs
two more XOR and three more concatenation operations than Chuang-Chen’s scheme
and two less hash and one less XOR operations than Choi et al.’s scheme. In login and
authentication phase of server, our scheme performs two less hash operations and three
more concatenation operations than Chuang-Chen’s scheme because we use timestamp as
challenge/response instead of the verification message and avoid the weakness of session
key. We also find that the verification message can be neglected in the Choi et al.’s
scheme that also uses the timestamp to avoid the replay attack and takes two more hash
and one more concatenation operations compared with our scheme. In the password
change phase, both our and Chuang-Chen’s schemes require two hashing and five XOR
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Table 2. Performance comparison of three schemes

Chuang-Chen’s
scheme

Choi et al.’s
scheme Our scheme

Registration user 1H + 1X + B 1H + 1X + B 1H + 1X + B
Registration RC 3H + 2X + 1C 3H + 4X + 1C 3H + 2X + 1C

Login and
authentication

user
6H + 6X + 4C + 1B 8H + 9X + 7C + 1B 6H + 8X + 7C + 1B

Login and
authentication

server
10H + 5X + 4C 8H + 7X + 7C 8H + 5X + 7C

Password change
user 2H + 5X 2H + 7X 2H + 5X

H: number of H() operation; X: number of XOR operation; C: concatenation operation;
B: biometric operation.

operations that use two less XOR operations than Choi et al.’s scheme. Regarding the
total computation cost of three schemes, we can find that our scheme has the similar
efficiency to Chuang-Chen’s scheme but better than Choi et al.’s scheme.

6. Conclusion. In this paper, we analyze the weaknesses of Choi et al.’s remote user
authentication scheme. When the attacker registers as a legal user and intercepts the
login and authentication request/response messages, she/he can compute the important
common secret value of each smart card and offline guesses the user identity. Secondly,
suppose that the insider records the registration values in the RC, even the insider does
not have the smart card, password or biometrics of users and only records the identity
of user to register and the intercepted messages in the common channel. The insider can
get the secret information and attack the scheme. Thirdly, if the attacker is a legal user,
she/he can perform the server spoofing attack. Therefore, their scheme suffers the mutual
authentication problem. Finally, Choi et al.’s scheme cannot provide the forward secrecy.
The attacker can get the session keys using only the messages in the common channel
without the long-term secret, smart card, password or biometrics of users. Through en-
tire analysis, we find that Choi et al.’s scheme may be not suitable for applications in
the network, which require user privacy and security. We also find, if adding a simple
and experimentally feasible modification to the Choi et al.’s scheme, the modified scheme
can protect the session key and achieve perfect forward secrecy. We also show our simple
modification with better efficiency. As security breached is increasing, new authentica-
tion techniques need to incorporate biometric to increase security of the remote system.
In future, we can develop the more lightweight scheme to be suitable for the resource
constrained devices as IoT (Internet of Things), provide the formal verification to con-
firm its security and set up a test platform to prove the proposed scheme is suitable for
applications in the network.
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