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ABSTRACT. Big data is a combination of different datasets which is growing tremen-
dously due to the digital environment created by various sources including mobile de-
vices, servers, digital data of population collected by the government, call centres, etc. It
is also important to recognize that most of this evolution is the outcome of an explosion
in the number of devices located at the periphery of networks including embedded sen-
sors, smartphones and personal computers, etc. This paper revolves around the big data
analytics, its importance & applications. It also enumerated the directions to be taken
while using big data along with security measures. In addition, the paper proposed an
approach which can enhance the security and privacy of big data.
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1. Introduction. Big data is one of the most happening research areas. It is a huge
amount of data which comes from various sources in the form of logs, blogs, emails,
and other information [1]. It is in the form of structured, unstructured, and massive
homogenous & heterogeneous [3]. Nearly five years ago, personal computer storage was
tens to hundreds of gigabytes. In 2011, IDC’s Digital Universe Study predicted that
between 2009 and 2020 digital information data would grow by 44% from 0.8 ZB to 35
ZB [2]. Due to its nature, a better and modified model to handle and transfer the big
data over the network is required [3]. Experts suggest that big data mining will provide
the ability to take out the useful information from large datasets due to its characteristics
like volume, variability and velocity. The same was not possible before [9]. As big data is
different from other data in terms of volume, velocity, variety, and value [7], its processing
and moreover security & privacy protection also become difficult for the government and
the entrepreneurs. Because of its huge volume, traditional methods from managing to
extract and then analysis are not very useful as they may not provide the accurate result
for decision making, etc. Therefore, a new and capable processor is to be required which
overcomes the various problems arisen during the processing of big data by traditional
techniques. Apache Hadoop is an open source framework that can solve the big data issues
like processing and managing within a tolerable time limit along with extensive analysis.
The privacy protection of data is increased in the context of big data [9,11]. Privacy &
security management is a major problem in technical and social networks. Thus, big data
security is a moving target and requires more attention and focus. Big data need security
& privacy protection from unauthorized modifications. In this paper, initially we have
discussed about the big data analytics and its importance & uses and enumerated the
directions to be taken while using the big data including security & privacy measures. At
the end, the paper proposed an approach which can enhance the security and privacy of
big data.
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2. Importance and Applications of Big Data Technology. The time is not so far
when big data will become a key basis for competition and growth of individual firms. In
the view of growing competition and the ability to capture the relevant information, all
companies have to take big data seriously [6]. This initiative will also lay the groundwork
for complementary big data activities, such as big data infrastructure projects, platforms
development and techniques in settling complex and data-driven problems in sciences
& engineering. This is very helpful for the exploitation of information aspects and the
creation of new facets for facilitator of decision-makers. Recently, many US government
agencies, such as the National Institute of Health (NIH) and the National Science Founda-
tion (NSF) have ensured that the use of data-intensive decision of big data has a profound
effect on their future development. Consequently, they are trying to develop large data
technologies and techniques to ease their mission after passing the big data initiative by
the US Government on a large-scale [6]. According to the McKinsey Institute report [7],
the effective use of big data has implicit benefits to transform economies and give a new
wave of productive development. The advantages of valuable knowledge beyond the big
data will be the basic competition for today’s enterprises and will create new competitors,
who are capable of attracting important skills employees on big data. Researchers, pol-
icymakers and decision makers have to recognize the ability to use big data to highlight
the next wave of development in their areas. There are many benefits in the business
segment, which can be obtained by big data, to increase operational efficiency, inform
strategically, develop better customer service, find and develop new products & services,
new customers and markets identity, etc. are included. Some applications of big data are
explained below.

2.1. Understanding the customers. Every customer has a big problem which is very
difficult to solve. They look at many things before buying, post about their purchases
on social media and they want earnest thanks for buying a product. Big data allows you
to profile these extremely vocal and playful small ‘jingles’ in a far-reaching way so that
one-on-one, real-time interaction can be made with them. This is not really a luxury, if
they are not treated as they want, they will leave in a very short time. Take an example
of a customer who enters a bank, big data tool allows the banking staff to check his/her
profile in real time to know which relevant products or services they can advise them. Big
data will also have an important role in digital and physical shopping areas: a retailer
can recommend a proposal to a mobile company, which indicates a certain demand of
consumers in the social media [15].

2.2. Interest based recommendations. Big data analytics allow you to personalize the
contents or website experiences in real time, for example, depending on gender, nationality,
etc. of each consumer or from where they ended up on your site. The best-known example
is probably offering tailored recommendations [15-19].

2.3. Customization of products. Big data can also help you to understand how others
comprehend your products so that you can optimize them, or your marketing, if needed.
Analysis of unstructured social media text allows you to highlight your customers’ emo-
tions and allows them to group in different geographical locations or even in different
demographic groups. On the top of it, big data makes you test thousands of different
types of computer-aided designs in the blink of an eye so that you can check how minor
changes can be done, e.g., affecting content costs, lead times and performance. Accord-
ingly you can change the production process [2,15].

2.4. Risk analysis. Success depends not only on how you run your company, and social
and economic factors are also responsible for your achievements. Predictive Analytics,
pointing to big data allows you to scan newspaper reports or social media feeds so that
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you can maintain the pace of the latest development of the industry and its environment
[15-19].

2.5. Cost effective. Traditionally, factories assessment reflected that a certain type of
equipment is likely to become useless after few years. As a result, they need to be replaced
with the latest technology equipment even though the equipment has useful life span in
it. Big data tool avoids such unpractical and costly expenses. The large-scale data that
they can use and their unparalleled speed figure out the faulty grid devices and predict
when they will stop working. As a result, the cost-effective replacement strategy and poor
downtime, the defective devices are tracked without much delay [15].

2.6. Real-time analysis. Previously, if business users themselves lacked the technical
proficiencies required for large analysis, they had to ask their IT colleagues for help.
Generally when they used to receive the requested information, it was no longer useful
or correct. With the big data tools, technical teams can work with rapid algorithms to
fetch the information. In other words, they can develop systems and install interactive
and dynamic visibility tools that allow business users to analyze, view and make profit
from data [15-19].

2.7. Personalised healthcare. We are living in an over-indigenous world, but one of
the previous areas of healthcare still looks using a generalized approach. When someone
diagnosed with cancer, they usually go through a medical treatment, and if that does
not work, then doctor tries the other, etc. However, what if a cancer patient can get
medicine according to his personal genes? This will result in better results, lower costs,
less frustration and less fear. With human genome mapping and big data tools, this will
soon be normal because everyone has one’s own medical record. Hence, by finding genetic
determinates, personalized medicines can be given to the patients to treat the disease and
its causes [10].

2.8. Data security. You can map the company data with the help of big data tools,
which allow you to search and analyze the threats that you might face internally. As a
result, you will be able to detect the unsafe information which is potentially sensitive and
also, checks whether it is stored according to the regulatory requirements or not [15].
Big data technology is coming out as a key I'T component for most of the organizations
and business environments and there is a growing focus on finding the business benefits
of big data analytics applications to help to justify the investments in them. Big data is
being used in various services and has vast range of applications in different domains as
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shown in Figure 1. Big data leads to big time benefits for the researchers and organiza-
tions. Web-based applications often encounter large amounts of data such as community
computing (including social networking analysis, online communications, referral systems,
reputation systems and forecasting markets), Internet text and documentation, Internet
search index and other recent hotspots. There are countless sensors around us that pro-
duce small amounts of sensor data that need to be used, such as Intelligent Transportation
Systems (ITS), based on analysis of a large number of complex sensor data. Large-scale
e-commerce is particularly data-intensive because it involves a large number of customers
and transactions and hence, has demand about it in the IT word [7,8].

3. Big Data Analytics. The evolution of big data leads in several organizations and
enterprises in various fields. The aforementioned criteria brought the keeps to find tools
and techniques for efficiently & effectively processing and analyzing the data. This type
of mechanisms is called big data analytics. Big data analytics such as Hadoop is an open
source framework to analyze and process big data inspired by Google’s MapReduce and
Google File System (GFS) papers. It is used for distribution, processing and running
application for a large amount of datasets [1]. Hadoop Distributed File System (HDFS)
is a core component of Hadoop and used to store input and output data. It is the block-
structured files system. Currently, default block size is 128 MB which was previously 64
MB and default replication factor is 3. Block size and replication factors are configurable
parameters. Hadoop MapReduce is a central module which is used to collect the data
according to a query. In the MapReduce paradigm, each job has a user-defined map
& reduce phase (which is processed in a completely parallel manner across a Hadoop
cluster, by splitting the input data set into independent chunks and then making the data
available for user consumption or additional processing) [20,21]. Initially, it was designed
for a single server but later it has scaled up to thousands of machines, each offering local
computation and storage. The scientific community and researchers give main focus to the
advantages given by big data analytics tools while less concern to its security & privacy
protection. Privacy & security protection is a set of concern which should have consider
before making the big data environment. Therefore, we have highlighted some recent
contributions of researchers and organizations that have enhanced and improved security
& privacy of big data.

4. Literature Review. Probably the most challenging and related problems in big data
are security and privacy protection. A large number of confidentiality areas are a group
of challenges such as interacting with individuals, re-identifying attacks, potential and
proven results, and economic impact. To ensure security and privacy protection, organi-
zations should use various methods of de-identification in the big data, the most important
requirements for security and privacy. Thus, security technology and other methods are
always essential. Following are some potential methods and techniques used to ensure
confidentiality.

Li et al. [26] proposed a new cloud architecture, MyCloud, instead of cryptographic so-
lutions to support user-configure privacy protection in cloud environment. First, MyCloud
de-privileges the cloud provider and then it enables user configured privacy protection. It
also reduced the TCB size to minimize the attack surface of the cloud platform. Xu et
al. [28] presented CL-PRE, it is a certificate less proxy re-encryption scheme for secure
data sharing with public cloud. CL-PRE uniquely integrates identity-based public key
into proxy re-encryption, eliminates the key escrow problem in traditional identity-based
encryption, and does not require the use of certificates to guarantee the authenticity of
public keys. Park and Lee [27] proposed a secure Hadoop architecture by adding encryp-
tion and decryption functions in HDFS, because encryption of HDFS blocks was not sup-
ported by Hadoop. Secure HDFS was implemented by adding the AES encrypt/decrypt
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class to Compression Codec in Hadoop. HDFS-RSA and HDFS-Pairing [29] are the dif-
ferent types of integrations that are used as extensions of HDFS. These integrations can
attain data confidentiality for Hadoop by providing alternatives. Novel method used [30)]
to encrypt file while being uploaded. Data read from a file is sent to HDFS across a
buffer. In this method, an encryption is applied to the buffer’s data, which is transparent
to the user, before sending to an out stream to write to HDFS. In this manner, user can
be unconcerned freely about the confidentiality of data. Tian [31] proposed overview of
big data and discussed its security issues and summarized certain ways which improve the
security of big data like security hardening methodology with attributes relation graph,
attribute selection methodology, content based access control model, a scalable multidi-
mensional anonymization approach. Also, it proposed an intelligent security model for
enhancing big data security which is capable of real-time data collection and thread anal-
ysis. The model detects the thread before security intrusion in the system. The existing
methods such as Password-Based Encryption (PBE) are vulnerable to brute-force attack.
It is because, in the decryption process, if the key that is guessed randomly leads to some
invalid-looking plain text message, it is obviously incorrect key. In the same way, the
correct key can be known after numbers of hit and trials. To minimize this vulnerability,
honey encryption comes in play. In [32], honey encryption mechanism is designed and
implemented to the three types of private data that includes Chinese identification num-
bers, mobile phone numbers, and debit card passwords. The mechanism of its working is
analyzed and methods to enhance the performance are proposed. Some lessons learned
from honey encryption from its designing to its evaluation are also discussed.

On the basis of the above discussion, it can be inferred that in the research of the
big data, the explored techniques are not sufficient as huge volume of big data is now
gradually involving everywhere in various fields. Thus, it needs more privacy and security
approaches and it must be explored further to identify importance of security in big data
locations. Because large data security usually involves the use of big data, which imple-
ment solutions to increase the security, reliability and security of a distributed system,
it needs a balance between data usage and privacy protection and data protection. The
research on newly identified security approach of big data may provide security in big
data environments.

5. Importance of Security in Big Data: Future Challenges.

e Greater availability and the increasing speed of Internet will contribute significantly
to big data. More users are getting connected to social media such as Facebook,
Instagram, and Twitter, because of faster and better Internet connectivity. The
second reason for using social media networking site is that they (users) believe in
actuality so we have to keep our full attention and focus on maintaining the security
and privacy protection of the social networks.

e Internet of Things (IoT) and big data will play an extremely crucial role in paving
the next level of generation in India because the government shifts towards digi-
talization like Digital India, e-governance and smart cities. Digital India initiative
aims to transform the country in terms of government policies, economy, etc. into a
digitally empowered society and the National Optical Fiber Network aims to connect
villages with the cities through the optical fibre and provides high speed Internet &
connectivity. Due to digitalization data exponentially increase, use of Hadoop and
spark will grow significantly as traditional technique cannot be used efficiently and
candidly to big data security perspective. This possibly provides a major impetus
to big data analytics industry.

e In India, each individual must have a unique digital identify (AADHAR) card of
1.2 billion people which generated data of huge amount. Now, the government
is linking this unique digital identity number to its various services/facilities like
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finance, healthcare, banking, and telecommunication which results in increases of
the data growth in India that creates a huge pool of data that would require big data
analytics to convert the raw data into meaningful information and facilitate. That
means, demand for data scientists and stronger security and privacy will continue
its ascent in protecting the user’s personal information.

e Further, different studies suggested that there is an exponential growth in the volume
of data up to 44 ZB in the world by 2020 [2] wherein approx. 2.9 ZB increases only
in India by 2020. This abrupt growth in data will boom the market and provide
the abundant opportunities for midsize and small companies in big data field and
also, explore this space. This will result in more companies will make use of big
data for getting updates related to market trends and costumers’ buying habits.
Consequently, these companies will also need security to secure and protect their
privacy.

e Increase of works in big data will require the use of cloud computing in hybrid manner
for data collection and storing data. Then cloud computing will gain attention and
conventional IT services and software development will overshadow quickly. Because
of this it requires stronger security than any other securities on private servers.

6. Discussion. Big data is still an evolving field where much of the research has not per-
formed yet. As of now it is handled by Hadoop, but exponential growth and spreading of
data are putting even Hadoop in sort of crisis. To get most out of it in future, revolution-
ary technologies are needed to be devised and considerable research should be performed.
From above we have concluded that security is an important aspect in the field of big
data because big data includes sensitive/personal information. To achieve the better re-
sults like exciting research, marketing & better business decisions, organizations need to
implement it effectively and efficiently. In this modern world of computers and Internet,
technologies are exponentially evolving but everything has its pros and cons. Some evil
minded people out there exploit their targets online and constantly develop new methods
of doing so. These methods are often called cyber-attacks. However, security specialists
are working to concoct new schemes to keep these attacks down and there is a need of
finding more secure and fast methods to keep data secure. And, there is a need to focus
on application security rather than device security which provides reactive and proactive
protection. Experts are expectant about a new method called honey encryption [32]. It
will deter hackers by serving fake data for every incorrect guess of the key code. This
is a unique approach to slowing down the attackers as well as potentially burying the
correct key. Apart from the above, quantum encryption methodology used in real-time
information would enhance the security in a better way. This approach uses quantum
principles instead of traditional methods wherein the data is transferred in a form of light
(photons) called laser through a dedicated channel called optical fibre. In this approach,
data is converted into special bits called QUBIT rather than normal bits (either zero or
one at a time) during computation. QUBIT is a binary bit which is zero and one simulta-
neously at a given instance of time [33]. The private key entangled with the photons over
optic fibre can solve the issues of big data security in an effective and efficient way. This
private key is shared with the sending and the receiver end using a quantum channel or
authenticated classical channel and if an eavesdropper tries to seal the private key in the
middle of transmission it will lead to debacle. This quantum approach might have ability
to work successfully now and many years ahead in the future as well.

7. Conclusion. Big data has created surge of opportunities for leading industries as well
as government applications in recent years. Presently the data available can be used as a
sample for research to tackle the big data issues expected to occur in the coming years.
To understand the big data concept, and to find out the solution for the issues in the area,
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it is important to know the big data characteristics as well as chronology of evolution of
the same. From its inception in 1926, it has evolved exponentially in its size, volume
and velocity. It is expected that the study of the concept of big data will provide better
insight of the concept for researchers.
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