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ABSTRACT. Data nowadays is a strategic enterprise asset. Data helps organization to
get valuable insights, allows itself to be innovative and provides ability to develop its uni-
que competitive advantage. Despite of its strategic role, many organizations neglect the
necessity to manage their data properly, mainly due to its broad scope, and complexi-
ties. The strategic value of data could not be obtained only by capturing and storing it.
Instead, data management initiative is required to develop, execute and supervise plans,
policies, programs and processes to deliver, control, protect and enhance the data. The
entire data lifecycle process needs to be properly planned and managed in order to ensure
data integrity, data quality, data security, and data privacy. This study aims to brief
the key aspects of data management framework for early adopters based on Systematic
Literature Review (SLR) on selected 25 relevant papers. As the conclusion, the study has
identified multiple data management frameworks that are available to provide sufficient
guide for data management implementation. Organization could selectively customize the
framework implementation based on their specific needs and readiness. Organization also
can choose to implement data management framework in stages/incremental manner.
Keywords: Data management, Data governance, Framework, Big data, Data quality,
Data security

1. Introduction. Data and information are the most important and strategic business
resource in information age. It helps organization to gain competitive advantage over
others, to operate faster, in more efficient and more effective manner, and providing sup-
port for timely fact-based strategic and operational decision [1]. Data is also an asset,
an economic resource that can be owned or controlled, holds produce value, and can be
converted into money [2]. The world’s most valuable resource is no longer oil, but data
[3,4]. Many titan size business corporations such as Alphabet (Google’s parent compa-
ny), Amazon, Apple, Facebook and Microsoft yield billion of profits by providing data
and information as their key value proposition [3]. Another example is a company named
Cambridge Analytica. Despite of being unethical, it has demonstrated the enormous po-
tential of data usage, by doing something that is unthinkable before, which is to help
win US presidential runs [5]. The new wave of digital transformation is another source of
disruption. Business is rapidly digitizing, a term that describes the creation of valuable
data and information out of life or business events. It is then followed by business digital-
1zation, where business process is reengineered to leverage on the dissemination of data
quickly and securely, to get the job done or to solve problem in a faster, more efficient and
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in the best way possible [5]. Organizations move towards a digital business [6] that breaks
down boundaries and industry barriers, creates new business opportunity, and destroys
old-fashioned and long-successful business model [7]. In order to unleash the potential
benefit of data, it needs to be managed properly. Data management implementation then
becomes imperative.

This research aims to answer the following main question: “What are the key aspects of
data management framework?”. The purpose of this study is to identify and comprehend
the entire core concept of data management, and provide preliminary essential knowledge
to any needy organization as potential early adopters. The research result will help orga-
nization to understand the available implementation options, and figure out the very first
steps towards the implementation of the data management program based on its strategic
goals and readiness. This paper is organized into the following structure: (i) introduc-
tion to theoretical foundation of research; (ii) the explanation of research methodology
used; (iii) the research results and discussion and (iv) the implication, limitation and
conclusions of the research.

2. Theoretical Foundation.

2.1. Data, information, knowledge and wisdom. Data is the representation of fact
or simple observation of the state of world [1,2]. Data represent other than itself, interpret
other object and need to be interpreted [2,9]. Data requires a relevant context in order to
be meaningful and conventional to understand it and be used as information. Information
that is synthesized and contextualized with personal experience is further described as
knowledge. When fused with intuition and judgment, knowledge could turn into wisdom,
an ability to make accurate decision by applying synthesized and contextualized facts
about the world [1].

2.2. Data management. Data management is a corporate service that executes series
of process to develop, execute, and supervise plans, policies, programs and practices that
deliver, control, protect and enhance the value of data and information assets throughout
its lifecycles [2,13]. Proper data management helps organization to get the strategic
benefit by mining wisdom out of it [2,8]. Due to its complexities, data management
should be carefully planned and executed. Data management frameworks consistently
pointed out the need for organization to customize the implementation based on actual
needs and organization readiness [2].

2.3. Data governance. Data governance is defined as the exercise of authority and
control: planning, monitoring, and enforcement, over the management of data as assets
[2,10]. It conmsists of people, processes, and technologies that manage, protect, and use
data as an organizational asset [11]. It formulates policies to optimize, secure, and leverage
information as an enterprise asset by aligning the objectives of multiple functions [12].
Data governance guides all data management functions, and ensures all data are managed
according to policies and best practices [2]. It comprises systems of formal decision rights
and accountabilities for data related process [10]. Data governance is considered as part
of data management initiatives [2,10].

3. Methodology. This study refers to SLR approach as per described by Siddaway [14].
SLR is explained as a systematic study that aims to identify, critically evaluate, and
integrate multiple findings and conclusions from various individual studies addressing va-
riety of individual research questions [14]. SLR paper should be able to: (i) preview the
progress of existing research towards particular problems; (ii) identity relations, contra-
dictions, gaps and inconsistencies in the literature; (iii) formulate general statements on
the overall concept discussed in individual study; (iv) comment on, evaluate, extend or
develop a completing theory; (v) provide implications analysis on the practice and policy
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and (vi) describe the direction and the requirement for future research [15]. The following
process step is executed in order to address the research question of this study.

3.1. Key term elaboration. To start with, this study searched for conceptual elabo-
ration of “data management” and “data governance” as initial key terms. This study
found an established framework for Data Management, namely the Data Manage-
ment Body of Knowledge (DAMA DMBOK), that is developed by Data Management
International (DAMA International), that aims to advance the concept and practices of
data management. DAMA DMBOK suggests that in order to succeed with data man-
agement initiatives, organization should cater multiple knowledge areas and it supports
environment factors, as per depicted in Figure 1. To complement DAMA DMBOK frame-
work, this study also reviews another data management framework called Discipline Agile
Framework for data management (DA Framework), that is developed by Discipline Agile
Consortium (DAC). It aims to promote a pragmatic and streamlined approach to data
management [16]. DA Framework discloses several process goals that need to be sup-
ported by data management initiatives, which are: (i) improve data quality; (ii) evolve
data assets; (iii) ensure data security; (iv) specify data structures; (v) refactor legacy
data sources; and (vi) govern data. This study also reviewed the DGI data governance
framework from data governance institute in order to gain further elaboration of data gov-
ernance aspect [10]. As the result, it brings initial understanding of the data management,
to be used as search keywords that represent the key aspect of data management.

Data Governance

Vision & Mission

Data Management

Data Lifecycle Management

Principle & Ethics Plan & Design Use & Enhance | Enable & Maintain
|
Business .
Data Strategy Data Architecture Datést;zis;:nd Data Warehousing Intelligence Data Science
| F—
Policy Data Modelling & Data Integration & i Master Data Data
Design Interoperability Big Data Storage Usage Monetization
Organization
Structure Master Data Reference Data Document & Predictive &
Oversight Management Management Content Mgmt. Prescriptive

Standard & Processes

Foundational Activities

Stewardship
Data Risk Management

Data Valuation

Data Security Data Privacy Data Compliance

Cultural Change
Data Quality Management

Metadata Management

Sources: DAMA DMBOK by DAMA International

FicurE 1. Data management overall landscape

3.2. Study search. In order to understand the current progress of existing research
that is relevant to the research question, this study searches for similar research based
on key terms that are identified in previous step. The search is performed in selected
sources, including: (i) Google Scholar (https://scholar.google.co.id/); (ii) Science Dir-
ect (www.sciencedirect.com); (iii) IEEEXplore Digital Library (http:/ieeexplore.ieee.org);
(iv) ACM (http://dl.acm.org/); (v) Springer Link (link.springer.com); and (vi) Research
Gate (www.researchgate.net). The key term is used as search keywords, such as: (“Data
Management”) OR (“Data Governance”); (“Data” AND “Management”) AND (“Data”
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AND “Architecture”), (“Data” AND “Management”) AND ((“Data” AND “Modelling”)
OR (“Data” AND “Design”)).

3.3. Study selection. Based on study search result, the study tabulates the number of
studies that match search keywords as “study found”. The title of each listed study is
examined to determine its relevancy. When title is not adequate, the abstract section will
be further read to decide whether or not a particular study is downloaded for further read-
ing. The number of studies that is downloaded will be counted as “Candidate Studies”.
All downloaded studies are thoroughly read to check whether a particular study answers
and correlates with the research question and later classified as “Selected Study”. Total
count of selected study for each source will be put into “Selected Study” column for each
source. The study selection process prioritized the newest date of publications for the
last 5 years. If the count of selected study is more than 3 research per search keywords,
the top 3 newest publications will be selected. Table 1 summarizes the result of study
selection step.

TABLE 1. Number of relevant studies found based on identified key terms

No. Sources Study found | Candidate studies | Selected studies
1 | Science Direct 87 11 2
2 | Google Scholar 7 22 10
3 IEEE 22 15 3
4 ACM 13 5 2
D Springer 3
6 | Research Gate 25 12 5
Total 227 70 24

3.4. Analysis of selected study. Each selected study is then analyzed to formulate
and compile a general statement, substantive comment, findings or future directions for
each key aspect of data management. The general statement for each data management
key aspect will be added to result discussion section.

4. Results and Discussions.

4.1. Data management and data governance. Data management is cross-functional
and multi-discipline efforts. It requires collaboration among business and technical uni-
ts within organization. Due to the complex nature of data management, organization
needs to establish well-structured data governance to provide direction, oversight data
management activities and coordinate the cross-functional collaboration between various
organization unit. Data governance and data management should co-exist in order to
ensure each other’s effectiveness and success.

4.2. Data management overall landscape. Data management has a broad scope.
Numerous activities types are included, to ensure that all aspects related to it are well
catered. Figure 1 confirmed it. Without proper preparation, it tends to fail. Accordingly,
data management implementation will not be easy. Whilst resources are limited, the data
management implementation requires prioritization and needs to be conducted in stages.
The implementation of data management framework should be customized to meet certain
expectation, specific needs and unique focus of each organization.
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4.2.1. Data governance. Data governance oversights data management to ensure its com-
pliance to direction and policy, and meet the objectives that are set. Data governance
organization structure could be centralized or distributed [2,17]. Data governance allows
organization to: (i) set up visions and missions; (ii) state principles and ethics; (iii) define
data utilization strategy; (iv) develop corporate-wide data policy; (v) set up organization
structure; (vi) formalize standards and processes; (vii) regulate and coordinate data stew-
ardship; (viii) initiate and organize the measurement of financial value of data; and (ix)
lead the related change management activities.

4.2.2. Data lifecycle management.

4.2.2.1. Plan & design.

4.2.2.1.1. Data architecture. Data architecture models the data elements/data structure,
relation of one data entity to other, and high level data flows at organization level. It
provides the level of abstraction that can be understood by stakeholders, and allow deci-
sion to be made accordingly. It helps the organization to standardize the data structure
and data content, and decide which system initially produces particular data and how is
it going to be changed and used.

4.2.2.1.2. Data modelling and design. It is the process of discovering, analyzing, and scop-
ing data requirements for the purpose of presenting and communicating data requirement
to respective stakeholder [2]. Tt serves the following purposes: (i) common vocabulary of
data; (ii) documentation of organization’s data on system; (iii) communication for data
architecture and requirement; and (iv) the starting point for application development or
enhancement. There are several data modelling schemes, namely, relational, dimensional,
object oriented, fact-based, and NoSQL Selection is done based on the technology used
by project to meet specific organization’s requirement [18].

4.2.2.2. Use & enhance.

4.2.2.2.1. Data storage and operation. It defines and executes database management ac-
tivities throughout data lifecycle, from initial implementation, obtaining data, backup,
and purge data [2]. It is designed to ensure: (i) the availability of data; (ii) the integri-
ty and security of data assets within storage; and (iii) to achieve optimal level of data
transactions performance.

4.2.2.2.2. Data integration and interoperability. It identifies and defines processes to move
data between data stores, application and organizations, including data interfacing re-
quirement between systems/application within and inter organizations. The result is
used to identify the overall functional and technical requirement to ensure data quality,
data integrity, data security, and to meet other specific requirements such as web semantic
requirement [2,19]. Based on it, organization selects a standard tool and technology for
data integration and interoperability.

4.2.2.2.3. Reference and master data management. Reference and master data is shared
data that is used and maintained across business areas, processes and systems, such as
country codes, customer data, and governmental tax codes. It needs to be consistently
managed by implementing Master Data Management (MDM). MDM resolves data du-
plication, inaccuracy, and inconsistency, and reduces the cost of data integration and
consolidation [2,20]. MDM also caters: (i) master data sharing; (ii) provision of single
version of truth and authoritative source of master data; and (iii) to lower the complexities
and cost of data integration and consolidation. MDM is a broad and complex activity,
where another study defines MDM maturity model with 13 focus area and 65 capabilities
38].
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4.2.2.2.4. Data warehousing. In order to allow effective analysis within organization, data
from various sources needs to be consolidated. Data warehousing is the process of plan-
ning, implementation, and control of data consolidation from various data sources into
single location and a common data model. It comprises the build and maintenance of tech-
nical environment, and the execution of processes needed to support business intelligence
activities [2].

4.2.2.2.5. Big data storage. Big data serves the requirement of collecting various types of
data to find new facts and insights. Big data is characterized by 10V category: (i) massive
volume; (ii) high speed velocity; (iii) variety types and format; (iv) veracity, the messiness
of data; (v) variability or multiple meaning; (vi) visual representation; (vii) data value;
(viii) validity, the correctness and accuracy of data; (ix) distributed and heterogeneous
data source venue; and (x) vagueness, the lack of certainty [21]. Big data is valuable
to: (i) discover data relationship; (ii) support the massive data consolidation; (iii) enable
the discovery and analysis of new influencing factor for business [2]; and (iv) reveal the
potentially-hidden tacit knowledge inside data [22]. Big data is a must-have initiative to
complement data warehouse.

4.2.2.3. Enable & maintain.

4.2.2.3.1. Business intelligence. Business Intelligence (BI) is a combination of architec-
ture, tools, databases, application, methodologies and data analysis to gain understand-
ing on organizational activities and opportunities [2,23]. It includes: (i) reporting; (ii)
dashboard; (iii) ad hoc queries; (iv) search and lookups; (v) OLAP; (vi) interactive visu-
alization; (vii) scorecards; (viii) predictive modelling; (ix) data mining; (x) data mining
workbench; (xi) column based DBMS; (xii) in memory database; and (xiii) real-time de-
cision tools [24]. BI visualizes insight and data pattern in the most optimal, intuitive and
understanding-oriented way, and is served as an essential gateway to harvest knowledge
and wisdom out of organization’s data.

4.2.2.3.2. Master data usage. Organization should facilitate reference and master data
sharing to allow consistent usage for all data stores, application and systems [39]. There
are 3 approaches, which are: (i) registry, sharing from originated system; (ii) transaction
hub, sharing from centralized locations; and (iii) hybrid approach, managed in originated
system and then centrally share from a single location [2].

4.2.2.3.3. Document € content management. Besides structured data, organization also
produces and collects various unstructured data in the form of documents, such as pro-
tocols, procedures, methods and specification, or records, such as contract, memos, and
reports. In many of the cases, volume of unstructured data outnumbers structured da-
ta [37]. The planning, implementation and control activities of data and information of
unstructured data are called document and content management [2]. It allows to: (i)
comply with legal /compliance requirement and customer expectations; (ii) effectively and
securely store, retrieve and use documents and records; and (iii) provide integrated anal-
ysis capabilities of structured and unstructured data. Enterprise Content Management
(ECM) is the key technology for document and content lifecycle management, access right
management and semantic search capabilities. Currently, there is no solution to partially
display a single document that contains sensitive data of two or more parties.

4.2.2.3.4. Data science. Data science is the application of interdisciplinary scientific field
to extract knowledge and insight from structured and unstructured data to answer specific
business questions and to support strategic business decision [25]. It performs automated
analysis of data that unifies the use of principles, processes, techniques, scientific method
and technologies to reveal hidden pattern, predicts the future data behavior and outcome
and identifies phenomenon within data. Data science implementation is supported by big
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data storage for consolidated data provision and business intelligence for data visualiza-
tion.

4.2.2.3.5. Data monetization. Data monetization is a direct way to get value from data
by selling it to other party [2], or by providing value added services such as customer
micro-segmentation, location based marketing, customer sentiment analysis, and price
comparison [27]. Data become the primary product to generate revenue stream for orga-
nization.

4.2.2.3.6. Predictive & prescriptive analytics. Predictive and prescriptive analytic model
is part of data science application. Predictive analytic allows organization to predict the
future using a model that is based on pattern found inside the data. Prescriptive analytic
applied mathematical model that yields foresight to “prescribes” optimal behaviors and
action to best meet organization’s goals [28,29,36]. Both methods are used to provide the
best course of actions to anticipate the future or to measure and improve performance.

4.2.3. Foundational activities of data management. Foundational activities are compul-
sory common services and basic structures to ensure proper and risk-mitigation-oriented
execution of data lifecycle activities.

4.2.3.1. Data security. Data security is the planning, development and execution of poli-
cies and procedures to ensure the security of data. It provides user authentication and
authorization of access, as well as related auditing data [2]. Data security should ensure
the overall: (i) integrity; (ii) confidentiality; (iii) availability; and (iv) accountability [31].
Its goals are to: (i) enable appropriate access and prevent inappropriate access to data,
(ii) comply with regulations and policies; (iii) enforce data privacy and confidentiality
protection. Related aspects of data securities are: (i) system vulnerability; (ii) threats;
(iii) data loss or unauthorized access risk, (iv) the protection of data integrity; and (v)
data encryption, particularly in cloud environment [30].

4.2.3.2. Data privacy. Organization which collects personal data needs to prevent personal
data errors or misused that might impact individual’s well-being or even impact personal
safety and interest [2]. There are related issues such as: (i) no awareness on the type
of personal data and its location; (ii) no customer consent for the use of personal data;
and (iii) share of personal data with other organization that has no proper personal data
handling [32].

Data privacy implementation includes: (i) guiding principle on personal data usage
and handling; (ii) the risk assessment if there are open accesses to personal data; (iii)
sets of handling practice and procedure; and (iv) review, audit and assurance of data
privacy protection [2]. Enterprise Privacy Practice (E-P3P) is one example of data privacy
management framework consisting of related technology and processes [32].

4.2.3.3. Data compliance. It is very critical for organization to meet data-related regula-
tory compliance requirement based on laws and regulation applied to its area of industry
[2]. To start with it, organization needs to: (i) assess the compliance level of data re-
lated processes and practices; (ii) identify data privacy vulnerability; and (iii) assess the
impact of compliance incidents [33]. To ensure data compliance, organization needs to:
(i) identify data regulatory requirement, (ii) integrate data compliance requirement to
data quality management processes; (iii) perform issue management on data compliance
incidents; and (iv) perform hands-on observation, audit, and correction with regard to
data compliance management [2].
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4.2.3.4. Data Quality Management (DQM). In order to be able to bring the intended
and expected value, data need to be trustworthy, reliable, and constant in high quality
state [40]. Data quality dimensions are: (i) availability; (ii) usability; (iii) reliability; (iv)
relevance; and (v) presentation quality [34]. DQM is also important for data integration
between organizations [42]. It aims to: (i) increase the value of data; (ii) reduce risk and
costs; (iii) improve organization efficiency and productivity; and (iv) protect and enhance
organization’s reputation. DQM activities include: (i) development of governed approach
to make data fit for intended usage purpose; (ii) define standards, requirements and
specification for data quality controls; (iii) define and implement processes to measure,
monitor and report data quality; and (iv) identify and advocate opportunities to improve
data quality through processes or system implementation [2].

TABLE 2. Summary of key aspects and DAMA DMBOK knowledge areas mappings

No. Group/explained key aspect DMBOK2 knowledge area

1 | 4.2.1 Data governance [2,17] Data governance [2]

4.2.2 Data lifecycle management
4.2.2.1 Plan & design

2 | Data architecture [2] Data architecture [2]

3 | Data modelling and design [2,18] Data modelling & design [2]
4.2.2.2 Use & enhance

4 | Data storage & operation [2] Data storage & operation [2]

5 Data integration and interoperability | Data integration and interoperability
[2,19] 2]

6 Reference and master data manage- | Reference and master data manage-
ment [2,20,38] ment [2]

Data warehouse and business intelli-
gence [2]

8 | Big data storage [2,21,22] Big data and data science [2]

4.2.2.3 Enable & maintain

7 | Data warehousing [2]

Data warehouse and business intelli-

9 | Business intelligence [2,23,24] gence [2)

fi d ter dat -
10 | Master data usage [2,23] Reference and master data manage

ment [2]
1 Document and content management | Document and content management
[2,37] 2]
12 | Data science [2,25,26,41] Big data and data science [2]
13 | Data monetization [2,27] Data governance 2]
14 f;f;gj;g;é%] & preseriptive analytics Big data and data science [2]
4.2.3 Foundational activities of data management
15 | Data security [2,30,31] Data security [2]
16 | Data privacy [2,32] Data security [2]
17 | Data compliance [2,33] Data security [2]

18 | Data quality management [2,34,40,42] | Data quality [2]
19 | Metadata management [2,35] Metadata [2]
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4.2.3.5. Metadata management. Metadata is all kind of data and information that de-
scribes other data, including: (i) business context of data, such as data definition, concepts
its represents, and data privacy level; (ii) technical information such as data elements,
database, data models, application and systems; and (iii) operational information such as
data update status, and last error found in data [2]. Metadata serves as data catalog, for
both structured and unstructured data, that help data consumer to find and understand
it quickly [35].

Metadata management is the series of activities of planning, implementation, and con-
trols to enable high quality and integrated metadata. The primary goals are to: (i)
provide understanding on data and related business terms/glossaries; (ii) collect and inte-
grate metadata from various sources, (iii) provide standardized and secured way to access
metadata; and (iv) ensure metadata quality and security.

5. Implications, Limitations, and Conclusions. This paper serves as complete and
quick reference to overall aspect of data management initiatives for organization and
scholars who are interested in data management topic. The core concept and essential
attribute of each data management aspect is explained to bridge the next effort for detail
comprehension and implementation of each respective knowledge area. The number of
papers that is reviewed in this study is limited due to restricted access to paper database.
This study prioritized papers that are published within the last 5 years. This study found
19 distinctive key aspects of data management due to the broad-scope and complex nature
of the initiatives. Based on defined business priorities, identified stakeholder requirements,
and readiness, organization should plan the data management implementation roadmap.
The first priority should be given to basic data operation management activities: (i) data
modelling and design; (ii) data integration and interoperability; (iii) data storage and
operations; and (iv) data security. In this way, organization shall benefit immediately. As
the next step, organization could choose to implement selective part of data governance
initiatives to provide direction and to develop enterprise strategy and detail planning
for data management implementation throughout the organization that is aligned with
organization strategic objectives. Further study is still required to understand how each
data management key aspect is selectively implemented to fit into specific requirement
and condition of different organizations from different industries.
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