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ABSTRACT. This paper focuses on a robust technique for information hiding based on
enhanced differential expansion. To generate more capacity for embedding, the proposed
work not only considers the positive difference, but also gives equal importance to the
negative difference. In the suggested work, cover image is divided into n x n block size
in raster scan order and the reference pixel is selected as one pizel from the block. The
differential value is then determined for each pixel of the block with respect to the reference
pizel. The method does not utilize all the pizels in the embedding process. The calculated
distances within the range of —3 to +3 are used to embed 2 bits of secret data at a time
in each pizel. There will be more distortion after direct embedding of the produced stego
image. The generated value of each stego pixel is reduced by using logarithmic function
to minimize the deformation. The review of the findings reveals a contrast between the
proposed method and the various current procedures in the same space in terms of both
embedding capability and distortion. The suggested work shows greater capacity with
improved peak signal to noise ratio (PSNR).

Keywords: Information hiding, Enhanced difference expansion, Embedding capacity,
PSNR

1. Imtroduction. Information security is a major requirement for transfer of secret in-
formation worldwide after the broad use of Internet. During transmission of the secret
message unethical users may easily hack, intercept and retrieve the secret information
or modify the message. To protect the critical information two most commonly used
techniques are cryptography and steganography [1]. The intruder cannot speculate about
the covert communication in steganography because the output image is visibly the same
as the original image [2]. The digital information hiding can be performed either using
spatial domain or transformation domain techniques. Direct interaction and modification
occur in the spatial domain and the covert message is hidden in the pixel directly. Several
approaches in spatial domain approach have been implemented in [3-6]. The confidential
data using frequency components of cover image occurs in transform domain [7-9]. The
embedding capability of the spatial domain is increased with elevated PSNR, but more
data robustness and security are achieved in the frequency domain [10]. The proposed
work is based on spatial domain principle as it gives emphasis to the high payload. The
major contributions of the research work are mentioned below.

1) To enhance the embedding capacity with lower distortion more number of secret bits
is embedded in each pixel of the block.
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2) Earlier work focused on smooth region and adjacent two pixels whereas in the pro-
posed work we have used block based embedding and pixels with difference range —3 to
+3 are chosen for embedding.

3) To minimize the change in cover pixel after embedding, the logarithmic function is
used which results in less distortion.

Section 2 addresses similar works in the spatial domain of steganography. The proposed
work framework is specified in Section 3. Performance of the proposed work by analyzing
and comparing with the existing techniques is specified in Section 4. Section 5 presents
the conclusion of the proposed method along with future direction.

2. Related Work. This section specifies a broad overview of data hiding strategies fo-
cused on the expansion of pixel differences. The earliest reference to image steganography
based on difference expansion (DE) is found in [11]. Author suggested that it is the most
generic approach of reversible data hiding where the payload along with the original
values is stored in the cover image. It provides very less embedding capacity and less P-
SNR. Alattar [12] suggested another calculation to provide greater embedding capacity by
expanding Tian’s calculation using vector generalized difference expansion (GDE) to con-
struct the method’s concealing capacity and calculation skills. However, for each selected
pixel, this approach also hides a maximum of 1 bit. Lee et al. described a scheme using
centralized difference expansion [13]. Here the cover image of size p X ¢ is partitioned into
blocks with pixels {vg, v1,v2,v3,...,vx_1}. Then the median pixel v,, is calculated and
the difference between each pixel with median pixel is calculated. The difference is stored
in a vector {dy, dy,ds, . ..,dx_1}. The blocks are categorized into 4 types depending on the
maximum difference value of each block. The classification of each block determines the
capacity of embedding. Although the method results in enhancement of capacity, PSNR
remains low. Abdullah and Manaf suggested an approach where the secret data is hidden
in only smooth region, i.e., the pixel is chosen for embedding if the difference between the
adjacent pixels is 1 or 0 and ignores other pixel during embedding process [14].

A block based steganography technique with reduced difference expansion is proposed
in [15]. Here the image of size M x N is divided into blocks of size 2 x 2 (u0, ul, u2, u3).
The last pixel of the block is chosen as the reference pixel. The calculated difference is
reduced before embedding as per Equation (1).

p d, — (2Uo20)) + 2 ({log, d,]) d, > 1
| d + (2L24)) 4 2([logy d)) d,y < 1

Using the difference expansion technique to eliminate distortion, this reduced difference
is used to conceal the hidden bit. The method considers all the difference except the range
—1 to +1 for embedding. This method results in more distortion and less PSNR. In [16]
another technique in the same domain is proposed which allows the embedding within the
difference range —2 to +2. It provides more security and high PSNR but the embedding
capacity is less as only 1 bit is hidden in the selected pixel. In [17] a numerical model was
created using protocol overhead and network. However, the transmission effectiveness is
less.

(1)

3. Method. New steganography approaches are in current progressions and research is
still going on for enhancing capacity of payload with more security and less distortion.
The proposed algorithm is based on revised differential expansion technique. Here the
difference value of the selected pixel is increased or decreased according to the logarithmic
function.
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3.1. Embedding algorithm. The steps for embedding are given below.

Input: Cover image (B) of size F' x H and secret message (.5).

Output: Stego image (B')

Step 1: The original image B is partitioned into n x n size blocks for n = 2 to 4. The
blocks are scanned for processing in raster scan order. Each block has k pixels where
k =n x n. In each block the pixels are represented as by, by, b3, . .., by.

Step 2: The center pixel value b, of each block is calculated using Equation (2) where
[ and h are the lowest and highest indexes of the block simultaneously. It is used as
reference to find the difference values.

be = |1+ h/2] (2)

Step 3: The distance values of each pixel from the center pixel b. in each block are
computed. These values are stored in = where each z; is defined as Equation (3).

Step 4: The distance array x is scanned according to the condition, i.e., if the distance
value x; is within the range —3 to +3, then the corresponding pixel is used for embedding.
If the distance is not within the range, then it is ignored.

Step 5: The secret message S is converted to binary and stored in a 1D array. Before
concealing the secret bits, each 2 bits is taken and converted to decimal and stored in M.

Step 6: The secret bit M; is concealed in the cover pixels whose distance from the
reference pixel is within the range —3 to +3. However, to reduce distortion in stego image,
the difference values x; are improved before embedding the secret bit. This modification
is done using Equation (4). Ceil function of a number p is defined as the smallest integer
that is greater than or equal to the given number p.

x; — [2 A ceil(log 2(abs(x;))) + ceil(sin(x;))] x; >0
ri =< x+[2 A ceil(log 2(abs(x;))) — ceil(sin(x;))] z; <0 (4)

Step 7: The secret data M, is then added to the enhanced difference values using
Equation (5). The center pixel is not modified as the same pixel is used for extraction.

vy = x; + M, (5)
Step 8: By adding the original cover pixel b; to the modified difference value, the stego
pixel value ¥} is obtained using Equation (6).

b, = b; + (6)

3.2. Recovery algorithm. The withdrawal of the concealed data is done using the
original difference (z) and stego image shared separately by the sender.

In the extraction procedure, we have to follow the steps given below.

Input: Stego image (B') of size F' x H

Output: Secret message ()

Step 1: The stego message (B’) is segmented into independent blocks of size n X n.
Each sub image (b}, b5, 05, ...,0,) is selected in the same direction as embedding.

Step 2: The central pixel of each block 0., is chosen as reference pixel.

Step 3: The difference matrix z! for each block is designed by subtracting the reference
pixel from the stego pixel.

vy = by — b, (7)

Step 4: The original difference matrix (z) and the calculated difference matrix (z”) for

each sub image are compared for finding pixels where secret data is hidden.
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Step 5: The hidden data M; is generated from the stego pixel using the given formula
in Equation (8).

xf — (2 x x; — [2 A ceil(log 2(abs(x;))) + ceil(sin(x;))]) x; >0
M; =< o — (2 x x; + [2 A ceil(log 2(abs(z;))) — ceil(sin(x;))]) z; <0 (8)
ZL’;/ — 2% Z; T, = 0

Step 6: After generating the secret data M;, it is converted to 2 bits binary and kept
in an array.

Step 7: The generated bits are arranged properly to get the original covert message.

Example for embedding and extraction

Different cases giving a clear illumination of how covert message is concealed are shown
below. The pictorial representation of embedding procedure is shown in Figure 1. It
shows the block of the cover image (B) and the secret message {121312} to be embedded.

Original image block 1 Difference block x

162 | 154 | 158 Eq. (3) 7 1 3

161 155 156 . 6 0 1

159 150 153 4 3 =3

Eqg.(4) and (5)
162 [ 156 | 157 7 - -1
sD={3,1,2,2} ¢ 161 | 155 | 157 |e— | © 0 1
Eq.(8) 159 | 150 | 154 | E«(®) 4 -3 :
Stego block 1 Modified difference x’

FiGURE 1. Illustration of embedding in a block

The comparison between the existing differential expansion method and modified re-
duced differential expansion with respect to change in cover pixel is given in Table 1. The
distance matrix and stego image are independently sent because combining them may
reveal the stego picture.

4. Experimental Result. The performance of the proposed algorithm with various ex-
isting approaches is measured. The proposed strategy is executed and tried in a PC with
windows 7 64 bit operating system, Intel(R) Core(TM) i5-4210U CPU @1.70 GHZ and
using MATLAB programming. The measure motivation is to measure the efficiency of
the suggested technique with the different existing algorithms difference expansion (DE)
[11], generalized difference expansion (GDE) [12], centralized difference expansion (CDE)
[13], reduced difference expansion (RDE) [15] and Modulus [16]. In Figure 2, ten standard
images having size 512 x 512 are taken from the image database for the experiment. To
analyze the distortion of stego image, PSNR and mean squared error (MSE) are calcu-
lated. The PSNR is calculated using Equation (9) and MSE is calculated using Equation
(10).

M 2
PSNR = 10  log,, ML;E (9)

MSE = ( ! ) ii [(Fj — Hij)?] (10)

Pxa/ 3=
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Here Maz is used to denote the highest intensity value in the image. The size of cover
image (F') and stego image (H) is represented by p x ¢. Fj; and H,; represent the pixel’s
values at location (7, 7). The test images used for result analysis and the resultant stego
images are given in Figure 2. We can see no visible difference which can be identified
between the input and output images.

TABLE 1. Comparison of modification of the cover pixel without and with reduction

Original Secret data | . MOd.l fication to cover Modification to cover pixel
. . pixel without enhancement | . .
difference (x;) | to hide (m;) (2 + my) using Equations (4) and (5)
0 1 -1
1 2 0
1 2 3 1
3 4 2
0 3 —2
1 4 0
3 > 5 -3
3 6 2
0 -1 -1
1 0 0
-1 2 1 1
3 2 2
0 -2 -1
1 1 0
=2 2 0 0
3 1 2

FIGURE 2. Test images and corresponding stego images
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Our proposed work is tested in the following cases.

e Same image with different sizes (256 x 256 and 512 x 512) with the same size secret
message (20000 bit).

e Hiding capability of different images of the same size (512 x 512). The comparison
is done with EC and PSNR.

e Different images with the same size with concealing different amount of secret data,
i.e., (3200 bits, 20000 bits, 80000 bits, 160000 bits and 320000 bits).

Case 1: Capacity versus visual quality with the same image of different sizes

For this experiment, the standard test image with different sizes is taken. The secret
message of 20000 bits generated randomly is chosen for the experiment. The comparison of
the proposed technique with the existing techniques is given in Figure 3. The result shows
that with hiding capacity the PSNR increases along with the size of the image. Depending
on the complexity of the image, the PSNR along with hiding capacity improves. The result
shows that the proposed method has better hiding capability with high PSNR.

70 80
50 70
60 -
50 - W
W o 50
o Z 40 -
& 40 = 40
& 30 ——+— RDE 8 30 1 e RDE
20
20 et M odulus 10 et [V 0 dulus
10 - Proposed 0 — v — , Proposed
0 ' i C RS AL IS L
. CF L LS 2
E P N P N R S T 3 ke A Vo R
N @‘(@ <& (.,?}‘0 ~z~°°5 &P q‘,°°°.&\'b° & ¥ &
(2 - » (&2
0&
Cover Image with size 256x256 Cover Image with size 512x512

FiGUurE 3. Comparison of PSNR with the same size secret bit in 256 x 256
and 512 x 512 cover image

Case 2: Hiding capacity of different cover images of the same size

From the experiment it was observed that the payload capability of each test image
is different due to texture, sensitivity and features. According to the complexity of the
test image the embedding capability and PSNR vary. If the complexity of cover image
is higher, then the payload capacity is less. Baboon image has rich edges and is more
complex, so it leads to less embedding rate, and the capability of hiding is less, i.e.,

TABLE 2. ER and PSNR of different test images with the same size

Method DE [11] | GDE [12] | CDE [13] | RDE [15] |Modulus [16]| Proposed
Standard
test image

Scenery |0.28| 34.2 |0.34| 39.1 |0.55| 42.3 |0.31| 50.9 |0.28] 52.5 |0.88] 55.3
Airplane [0.31] 32.7 [0.41| 34.2 [0.65| 35.16 [0.45| 45.1 |0.27| 54.2 | 1.3 | 49.8

Baboon |0.2| 35.9 [0.32] 38.6 | 0.4| 37.9 |0.39] 46.6 |0.21| 46.8 ]0.54| 52.1

Lena 0.3 ] 32.1 |0.56] 36.6 |0.65] 39.4 |0.45] 43.8 |0.23] 49.7 |1.3| 49.9
Boat 0.41| 31.4 [0.65| 29.8 [0.72| 39.1 [0.45| 49.8 | 0.3 | 52.8 |0.84| 52.5
House 0.3 | 33.1 |0.41| 35.1 |0.65| 40.5 [0.31| 50.4 [0.18] 53.1 [0.72| 50.7
Cart 0.2 ] 36.1 |0.56] 37 |0.61] 40.2 | 0.4| 46 |0.15] 54.5 ]0.98| 47.9
Zelda 0.3 359 | 04| 38.2 [0.5]| 41.5 [0.37| 47.1 |0.17| 53.2 |0.88| 50.4
Fruit 0.3] 35.7 0.6 39 |0.62] 39.8 |0.41] 50.1 |0.16] 54.8 ]0.96| 46.8
Cameraman| 0.2 | 37.8 | 0.7 36 |0.8| 41.1 | 0.7| 44.3 |0.15| 52.3 |1.4]| 47.6

ER |PSNR| ER |[PSNR|ER |[PSNR|ER |[PSNR|ER | PSNR | ER |[PSNR




ICIC EXPRESS LETTERS, VOL.15, NO.8, 2021 825

0.54 with PSNR 52.1. The cover image with less complexity like Lena, Airplane and
Cameraman has high capacity to embed, i.e., up to 1.3. Table 2 shows the embedding
rate (ER) of each cover image with the PSNR.

Case 3: Different test images with the same size for hiding different amount of secret
bits

For this experiment the different test images of the same size, i.e., 512x512 is chosen and
different amount of random secret bits are hidden to calculate the amount of distortion.
The result analysis of each image is given in Figure 4.
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FicURE 4. ER vs. PSNR for different cover images

We observed from the outcome that Baboon has a payload capacity of 145,000 with
PSNR above 50. We observed that the images Scenery and Baboon result in the highest
PSNR above 70 with less amount of secret bit. Lena, House and Cameraman have PSNR
value less than 70 with the same amount of secret bits. We also found that Lena and
Airplane and Cameraman can embed up to 345,000 bits with PSNR value nearly 50.
Finally, the suggested technique is compared with many existing approaches in the same
domain. The analysis in Table 2 also shows that CDE approach also results in higher
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embedding capacity in Cameraman up to 160,000 with PSNR over 40. For other images
also CDE method results in higher embedding rate but with less PSNR. The modulus
approach gives less embedding rate than CDE, but PSNR is high. The figure shows that
the proposed method gives better result with respect to other existing techniques.

5. Conclusion. The methodology described in the paper suggests a novel approach of
information hiding by making the stego image perceptually imperceptible. The resulting
PSNR is more than 50 for payload size 320,000 bits which show any visible distortion in
the stego image cannot be identified through naked eye. The proposed method results
in high embedding capacity by embedding 2 bits of secret data in each pixel which falls
in the difference range using the difference expansion method. The technique also uses
both the positive and negative differences for hiding secret data. The original difference
is revised to reduce the misrepresentation in stego image. The result analysis is done
on different standard images available from the image database. The comparison with
existing techniques shows that our proposed work gives high embedding capacity and
more PSNR with less distortion. The secret message is also successfully retrieved from
the stego image. Here the block based embedding is utilized for information hiding with
each block hiding different amount of secret bits. The proposed work can be improved
further by considering the features of each block and predicting the embedding capacity
of each block. This new technique may give future direction to the research work in the
image steganography domain.
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