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ABSTRACT. Communication using the Internet requires secure and lightweight data. The
Parallel Encryption with Digit Arithmetic of Cover Text (PDAC) encryption model can
provide security through encryption and steganography processes. However, this model
produces a ciphertext with a size 25% larger than the plaintext. This research focuses
on how to reduce the size of the ciphertext generated from PDAC. The proposed model
changes the PDAC cover text generation process using plaintext ASCII-coded binary val-
ues. The result obtained is that the resulting ciphertext shows the size of the ciphertext is
the same as the plaintext. Thus, the plaintext and ciphertext ratio is 100%, which is lower
than the previous method. Ciphertext with a small size will speed up the transfer process
and reduce redundant processing. Statistical testing also showed a significant difference.
Keywords: Ciphertext, Encryption, Cover, PDAC, Cover text, Fuzzy logic

1. Introduction. The invention of the computer and the Internet has greatly influenced
the way information is transferred, data is shared, and the way humans communicate.
Data transfer and communication quickly and widely can now be done through an open
Internet [1]. Internet media that can be accessed by many entities makes the confidential
data that is passed vulnerable, so it needs a special security mechanism. In the field of
information security, cryptography and steganography are the solutions to secure confi-
dential data [2-4]. Cryptography secures data using the technique of scrambling data using
keys so that it becomes difficult to interpret directly [5,6]. Steganography secures data by
hiding data in an object known as a “cover” so that its existence is not realized [7]. In the
field of information security, the encryption is known as the process of scrambling secret
messages into ciphertext, and the decryption is the process of turning ciphertext back into
the plaintext [5], plaintext is data or secret messages that are secured, and ciphertext is
the result of the encryption process [4].

To ensure strong data security, several studies suggest combining cryptography and
steganography [8,9]. Secret data is secured using cryptographic techniques and hidden in
“cover” using steganography techniques. Combining these techniques will make unautho-
rized parties unaware of the existence of confidential data and will be difficult to read
directly [8]. This combination makes for a reliable and robust system [9].

Parallel Encryption with Digit Arithmetic of Cover Text (PDAC) is an encryption mod-
el that combines text-based steganography techniques with cryptographic techniques [10].
One important factor that makes this encryption model work is the cover text [11]. Cover
text in PDAC is a character that functions as a cover in the context of steganography
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[12]. The development of the PDAC is known as the New PDAC [13], and Parallel En-
cryption with Cover Text (PECT) [14]. New PDAC and PECT also require cover text in
the process. PDAC requires n/4 cover text, where n is the number of plaintext characters
[10]. New PDAC requires less cover text than PDAC, which is n/6 [13]. PECT requires
the same number of cover texts as PDAC which is n/4 [14]. The difference in the need
for the number of cover texts affects the encryption key generation process. PDAC and
PECT generate encryption keys through two arithmetic processes of addition, and sub-
traction of cover text ASCII digits [10,14], while New PDAC generates encryption keys
through three arithmetic processes of addition, subtraction, and multiplication of cover
text ASCII digits [13]. Figure 1 shows the differences in the PDAC, New PDAC, and
PECT processes.
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F1GURE 1. The encryption process of the PDAC, New PDAC, and PECT
model adopted from [10,13,14]

As the preliminary experiment, observations were focused on the size of the ciphertext
files from the PDAC, New PDAC, and PECT processes. Based on the process in Figure 1,
the amount of cover text required is different for each model. The use of different amounts
of cover text results in different ratios of ciphertext files. The ciphertext file ratio (R) is the
percentage ratio of ciphertext file size to plaintext [15]. Equation (1) is used to calculate
the ratio of ciphertext files. PDAC and PECT ciphertexts have a file size that is 25%
larger than plaintext files, and the New PDAC ciphertext is 17% larger than plaintext.
The increase in ciphertext file size is due to the difference in the number of keys needed.
Table 1 shows the results of preliminary experiments comparing ciphertext file sizes from
the PDAC, New PDAC, and PECT models.

ciphertext size
R= ( d

) x 100% (1)

plaintext size

Based on Table 1, the average size of ciphertext files produced by the three methods has
increased which will impact the waste of storage media. The large ciphertext size is also a
problem that needs to be considered in the data security process [16]. The ciphertext with
a smaller size will speed up the transfer process and reduce excessive computation [17].
Several studies have been conducted related to techniques for reducing files in the context
of data security using steganography and cryptography techniques. The cryptographic
approach based on the DNA algorithm can reduce the ciphertext file size by up to 33%
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TABLE 1. Comparison of ciphertext file size with the plaintext of the pre-
liminary experiment

Plaintext file size Ciphertext file size (bytes)
(bytes) PDAC | priae | PECT
1.000 1.250 1.167 1.250
2.000 2.500 2.333 2.500
3.000 3.750 3.500 3.750
4.000 5.000 4.667 5.000
5.000 6.235 5.819 6.235
6.000 7.475 6.977 7.475
7.000 8.730 8.148 8.730
8.000 10.000 9.333 10.000
9.000 11.230 10.481 11.230
10.000 12.475 | 11.643 | 12.475
16.000 19.988 | 18.655 | 19.988
32.000 39.980 | 37.315 | 39.980
64.000 79.960 | 74.629 | 79.960
128.000 159.909 | 149.247 | 159.909
Average ciphertext
o ratio (%) 125 | 1167 | 125

compared to the size of other ciphertexts that are processed using traditional encryption
techniques [18]. The Policy Hiding using Logical Connective (PHLC) scheme implemented
in Ciphertext Policy Attribute-Based Encryption (CP-ABE) helps reduce the size of the
ciphertext and reduces the computational overhead of the encryption process in cloud
data storage [17]. Searchable Encryption with a Shiftable Trapdoor (SEST) scheme is
also proposed to reduce the ciphertext size [19]. LZW compression scheme in color-coded
text steganography can reduce ciphertext file size and increase cover capacity through
32-bit color coding [20,21]. The use of the Huffman compression algorithm in the LSB
steganography technique can reduce the size of ciphertext files to the size of plaintext files
[22,23]. PDAC development into New PDAC has been able to reduce ciphertext file size
with a ratio of 116.7% to plaintext [13]. Thus, a smaller ciphertext file size will speed up
the data transmission process and save storage space.

The research in this article focuses on how to reduce the ciphertext file size generated
by the PDAC encryption model. Ciphertext file size ratio is used as a performance metric
in this experiment. The result obtained is that the ciphertext file size ratio is 100%, and
it means the ciphertext has the same size as the plaintext file. This result is better than
before which shows the size of the ciphertext file is 125%. This new achievement makes
the data transfer process safer and faster, and requires less storage media.

The discussion in this article is divided into several sections. Section 1 describes the
background. The proposed method is explained in Section 2. Section 3 provides experi-
mental results, are given and conclusions at the end of the article.

2. Proposed Method. This proposed new method experiment uses sample data taken
from the Astronomer Telegram Dataset as plaintext. The samples taken have different
sizes, and this is done to maintain the diversity of possible forms of data transfer. The
proposed method is divided into 4 stages, which are cover text generator, encryption key
selection, encryption process, and finalization. Figure 2 shows the proposed new method
on PDAC. Cover text generator is a process for generating cover text, encryption key is a
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FIGURE 2. Proposed method on PDAC

process for issuing encryption keys, encryption is an encryption process using XOR logic,
and finalization is a process of combining the results of the encryption with the cover text.

The cover text generator process aims to get a cover text. Fach plaintext character is
represented by X, and Y is the binary form of each plaintext character. For example, X
= “M” with its ASCII code is 77, and its binary form in Y is 01001101. The binary digit
Y is divided into two variables A and C, so that A is 0100, and C' is 1101. In this phase
the value of C' is used as cover text (CT'). The encryption key (key) uses the value on the
CT. The encryption process uses XOR logic between A and CT as encrypted text (E), in
the example, the result is 0100 XOR 1101 is 1001 as E. This model uses XOR logic-based
encryption because it is the simplest yet most effective symmetric cryptography method,
using the same key during encryption and decryption based on reversible features, which
refers to the binary sequence A can return to its original value by executing twice XOR,
operations with sequence K, as shown by Equation (2) [12]. A is the information text, K
is the key and F is the encrypted text. In the finalization phase, a concatenation process
is carried out between the cover text (C7T') and the encrypted text (E), to 11011001 as
F', and converted to the symbol as the ciphertext.

A®K=E
EeK=A 2)

3. Experiments and Results. The plaintext samples were taken from conversations in
the Astronomer Telegram dataset which contains short reports of astronomical observa-
tions in text format. The number of samples used is 14 conversations with different file
sizes; this is done to maintain the diversity of forms of communication and data transfer
that may occur. The experiment was performed 700 times for all samples. As a per-
formance metric, the comparison of ciphertext file sizes in the PDAC, New PDAC, and
PECT models, to the proposed method is calculated. Ciphertext comparison is calculated
by Equation (1) [15].

The experimental results are shown in Table 2. The proposed method used to process
plaintext files produces the same ciphertext size, and the ratio shows a value of 100%.
This means that the plaintext file size is the same as the ciphertext size. When compared
to other methods, PDAC and PECT produce a ciphertext size of 125% of plaintext, and
the New PDAC method produces a ciphertext size of 116.7% of plaintext. Thus, the
proposed method can reduce the ciphertext file size better. With a lighter size, the data
transfer process will be faster, as well as more efficient memory usage. Figure 3 visually
shows a comparison of plaintext with ciphertext for each encryption model.

This proposed method has different processes. The new method proposes the cover text
using the ASCII code of the last 4 binary digits, whereas the previous cover text method
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TABLE 2. Comparison of ciphertext file size with the plaintext of the pre-
liminary experiment to the proposed method

Plaintext file size Clph;réc;xt file size (bYt]?’Srzapose |
(bytes) PDAC PDAC PECT method
1.000 1.250 1.167 1.250 1.000
2.000 2.500 2.333 2.500 2.000
3.000 3.750 3.500 3.750 3.000
4.000 5.000 4.667 5.000 4.000
5.000 6.235 5.819 6.235 5.000
6.000 7.475 6.977 7.475 6.000
7.000 8.730 8.148 8.730 7.000
8.000 10.000 9.333 10.000 8.000
9.000 11.230 10.481 11.230 9.000
10.000 12.475 11.643 12.475 10.000
16.000 19.988 18.655 19.988 16.000
32.000 39.980 | 37.315 | 39.980 32.000
64.000 79.960 | 74.629 | 79.960 64.000
128.000 159.909 | 149.247 | 159.909 128.000
Average ciphertext
file ratio (%) 125 116.7 125 100
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FiGURE 3. Comparison of file size cover text with plaintext

was selected using random function, and based on vowel or consonant characters. In the
encryption key generator section, the encryption key uses the same value as the cover
text. Thus, the encryption process only processes as many as 4 digits between the cover
text and the first 4 digits of plaintext, whereas the previous model processed as many as
8 cover text digits and 8 plaintext digits. The finalization process is carried out the same
as the previous model by combining encrypted text with cover text. In this model, the
number of digits combined is only 4 digits, so the combined encrypted text and cover text
is 8 digits. In the previous model, a combination was performed between the encrypted
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text and the cover text used, so that apart from the encrypted text digits measuring 8
digits, the addition of this cover text causes an increase in the size of the ciphertext file.

To see the significance between the proposed method and the previous method, a sta-
tistical test was carried out using the Mann-Whitney method. The Mann-Whitney test
is carried out using Equations (3), and (4) [24,25]. The number of data groups is denoted
as ny and ny. Ry is the number of data rankings from data group in ny. The z-score (z)
is compared with the corresponding critical value obtained from the normal distribution
table for the rejection or acceptance of the hypothesis at the significance level ().

U:nmﬁ@—ﬁa 3)
U_w
2= 2 (4)

\/(n1n2(n1+n2+1)>
12

The statistical test results showed the significance of the plaintext size proposed by the
method to the PDAC and PECT ciphertext sizes. This statistical test uses a significant
value («) of 0.05. The results show that the z-score is —4.28516. So, the result is significant
at a < 0.05. Significance testing was also carried out between the proposed method
ciphertext size and the New PDAC ciphertext size. The results obtained are that the
z-score is —4.89966. So, the result is significant at a < 0.05. Based on the results of both
tests, the proposed method shows significance (meaningful) in reducing the size of the
ciphertext.

4. Conclusions. The small ciphertext file size becomes important in accelerating data
transfer. In this article, the proposed method contributes to reducing the size of ciphertext
files with a ratio of 100% to plaintext files. This means that the size of the ciphertext is
the same as the size of the plaintext. The resulting size in the proposed method is better
than the previous method, namely PDAC ciphertext and PECT which produces a ratio
of 125%, and New PDAC ciphertext which has a ratio of 116.7% to plaintext. As further
research, it is necessary to have more in-depth thought on the proposed model regarding
the resulting security aspects so that in addition to the resulting ciphertext having a small
size, it also remains secure.
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