ICIC Express Letters ICIC International (©2024 ISSN 1881-803X
Volume 18, Number 6, June 2024 pp. 597—606

EMPLOYING MUTUAL INFORMATION FEATURE SELECTION
AND LIGHTGBM FOR INTRUSION DETECTION IN IOT

SALAM AL-E’'MARIY, YOUSEF SANJALAWE?, DUHA ALSMADI?, EMAN ALDUWEIB?
AND ALYAA ALHARBI*

Unformation Security Department
3Computer Science Department
Faculty of Information Technology
University of Petra
P.O. Box 961343, Amman 11196, Jordan
{ duha.alsmadi; eman.alduweib }@Quop.edu.jo
*Corresponding author: salam.ammari@uop.edu.jo

2Cybersecurity Department
School of Information Technology
American University of Madaba
P.O. Box 2882, Amman 11821, Jordan
y.sanjalawe@aum.edu.jo

4College of Computer and Information Systems
Umm al-Qura University
P.O. Box 715, Makkah 21421, Saudi Arabia
aaralharbi@Ququ.edu.sa

Received July 2023; accepted October 2023

ABSTRACT. The advent of the Internet of Things (IoT) has significantly altered human
interaction with the environment, enabling smart ecosystems that simplify day-to-day
activities. Despite these benefits, the expansion of IoT technology has also escalated se-
curity and privacy vulnerabilities, necessitating robust network protection mechanisms.
This paper introduces an innovative approach that combines Mutual Information Fea-
ture Selection (MIFS) with the Flower Pollination Algorithm (FPA) and Particle Swarm
Optimization (PSO) for effective feature selection. Furthermore, the detection task is per-
formed using the Light Gradient-Boosting Machine (Light GBM). However, the empirical
tests on the IoTID20 dataset reveal that the proposed methodology surpasses various state-
of-the-art intrusion detection techniques in accuracy, recall, and F1-score. Moreover, the
approach exhibits lower false positive rates and higher detection rates, affirming its effi-
cacy in identifying IoT network intrusions.

Keywords: Bio-inspired algorithms, Internet of Things, Intrusion detection, Feature
selection, PSO, FPA, Light GBM

1. Introduction. The rapid and extensive growth of Internet of Things (IoT') technology
has revolutionized the way humans interact with their environment, giving rise to smart
cities, homes, and industries that seamlessly integrate devices and communication proto-
cols. Although IoT offers numerous benefits, its escalating interconnectivity also presents
significant security challenges. These systems are increasingly vulnerable to cyber-attacks,
making the security and privacy of IoT networks crucial for their successful deployment
and widespread acceptance [1]. Intrusion Detection Systems (IDSs) play a pivotal role
in identifying and countering potential threats, thereby preserving the integrity and re-
silience of IoT networks [2, 3, 4]. In light of the unique characteristics of IoT networks,
such as the sheer volume of devices, the heterogeneity of communication protocols, and
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the vast amount of data generated, the development of efficient and effective IDS tailored
to IoT networks has become a pressing research area [5]. In addition, a critical aspect
of designing a robust IDS is the selection of relevant features from the high-dimensional
datasets typical of IoT systems. Where the efficacy of feature selection techniques can
profoundly influence the performance of the classification model. By reducing dataset
complexity and dimensionality, these techniques enable the classifier to more accurately
distinguish benign from malicious activities [6, 7].

As security threats to [oT networks continue to evolve, researchers and security analysts
have developed various IDSs, each employing different strategies for feature optimization
and enhanced security. In [8], the authors propose a robust IDS framework for IoT envi-
ronments, employing deep-learning models to classify intrusions. The [oTID20 dataset is
utilized, and PSO is used to select relevant features to improve the system’s performance.
Furthermore, it uses three deep-learning algorithms for classification tasks: Convolution-
al Neural Networks (CNN), Long Short-Term Memory (LSTM) networks, and a hybrid
CNN-LSTM model. Experimental results reveal high accuracy levels in binary classifica-
tion, with LSTM leading at 99.82%, followed by the hybrid CNN-LSTM model at 98.80%,
and CNN at 96.60%. Moreover, the PSO algorithm was applied to the NSL-KDD dataset
for feature selection, reducing the feature set from 41 to 10. This led to improved de-
tection rates and accuracy while lowering false alarms. The performance was evaluated
using various classifiers like k-NN, SVM, LR, DT, and Naive Bayes [9]. In addition, three
deep learning algorithms are employed for classification: Convolutional Neural Networks
(CNN), Long Short-Term Memory (LSTM) networks, and a hybrid CNN-LSTM model.
Experimental results demonstrate high levels of accuracy in binary classification. LSTM
outperforms the others with an accuracy rate of 99.82%, followed by the CNN-LSTM
hybrid model at 98.80%, and CNN at 96.60%. Alternatively, another study proposed a
hybrid model that combines the Cuttlefish Optimization Algorithm (CFA) with a De-
cision Tree (DT) classifier for detecting network breaches. In this model, CFA is used
for feature selection, while DT is employed for classification of anomalous events. The
model’s effectiveness was evaluated using the KDDCup99 dataset. Results showed a sig-
nificant increase in detection rate and accuracy when the number of features was reduced
to fewer than 20 [10].

On the other hand, [11] offers an in-depth review of various models used for intrusion
detection in IoT systems. It highlights deep learning as a promising approach but acknowl-
edges existing challenges. The paper calls for further research, especially in distributed,
efficient, and unsupervised deep learning methods, to address issues like scalability, re-
source constraints, and data limitations in large IoT networks. Moreover, [12] introduces
a novel botnet dataset specifically designed for intrusion detection in IoT networks. This
dataset includes both flow-based and statistical features, making it valuable for developing
and evaluating flow-based IDSs in IoT settings. The dataset also provides high-ranking
features suitable for malicious activity prediction models. To create three subsets from
this dataset, a recursive feature elimination algorithm was used. The dataset’s credibility
was then assessed using various metrics, including accuracy, precision, recall, and F-score.

This paper introduces an innovative approach to intrusion detection in IoT systems. It
combines an enhanced mutual information feature selection method — enriched with the
FPA and PSO — with the robust classification capabilities of the Light Gradient-Boosting
Machine (Light GBM). This proposed methodology seeks to effectively pare down the
feature space’s complexity and amplify the intrusion detection model’s efficacy. The in-
tegration of nature-inspired optimization algorithms with MIF'S facilitates a more refined
feature selection, while the LightGBM classifier promises high precision and efficiency,
especially with expansive [oT datasets. The effectiveness of this approach is validated
through performance evaluations on the IoTID20 dataset. Preliminary results showcase
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the superiority of our method in terms of accuracy, recall, precision, and F1-score, under-
scoring its potential to bolster IoT security by swiftly and accurately detecting intrusions
and thwarting potential threats.

The remainder of this paper is structured as follows. Section 2 details the proposed
approach, elaborating on the enhanced feature selection procedure and the LightGBM-
based classification. Section 3 outlines the experimental framework, dataset, and evalu-
ation metrics used to assess our method’s performance. Finally, Section 4 concludes the
paper, highlighting potential avenues for future research.

2. Methodology. A robust intrusion detection system designed specifically for IoT net-
works is detailed in this paper. The proposed approach aims to tackle the challenges
of high-dimensional feature spaces and improve the classifier’s performance in detecting
malicious activities within IoT environments. The methodology comprises several critical
steps, including data preprocessing, feature selection using FPA and PSO for identifying
mutual features, and classification through LightGBM, as depicted in Figure 1.
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FI1GURE 1. The framework of the proposed approach

2.1. Dataset description and preprocessing. The proposed approach was rigorous-
ly evaluated using the IoTID20 dataset, which was created in 2020 and obtained from
an online source. Derived from PCAP (Packet Capture) files, this dataset features 82
distinct attributes that help distinguish between normal and anomalous network traf-
fic. The IoTID20 dataset contains 625,783 records and includes several categories such
as Scan, Man-In-The-Middle (MITM), Denial of Service (DoS), Mirai attacks, and nor-
mal traffic, all of which were used for classification purposes [8, 13]. Figure 2 provides
a detailed visualization that clearly illustrates the distribution of these categories within
the dataset, highlighting the proportion of each type of network activity. However, the
dataset requires initial preprocessing, detailed in the subsequent section. The aim of this
phase is to optimize the dataset for analysis by removing biases, cleaning the data, and
transforming features, which can significantly impact the performance of feature selection
and classification algorithms [14]. The preprocessing steps for this dataset are based on
the methodology outlined in [15] and include

e Data Cleaning: To ensure consistency and prevent calculation errors during analysis,
NaN (Not a Number) and INF (Infinity) values have been removed. Additionally,
features such as Timestamp, FlowID, SrcIP, and DstIP have been excluded to en-
hance the model’s learning efficiency.

e Data Transformation: Categorical features, specifically Src Port, Dst Port, and Pro-
tocol have been converted into one-hot encoded vectors.

e Data Normalization: A min-max scaling technique has been employed to standardize
the range of numerical features, thus enhancing the model’s overall performance.
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e Data splitting: The dataset is split into 80% and 20% for the training and test sets,
respectively, where the training is set to facilitate model training and the test set for
evaluating the model’s performance.

The dataset contains 77 numerical features. However, as shown in Figure 2, the dataset
is imbalanced. To address this issue, the proposed approach employs an under-sampling
technique to balance the dataset, as illustrated in Figure 3.

However, the dataset is now ready for the next phase (Feature Selection) which will be
discussed in the following section.

2.2. Mutual information feature selection. The feature selection phase is carried out
using FPA and PSO, which are nature-inspired optimization algorithms. These algorithms
search the feature space to identify the most relevant features that aid in effectively
classifying benign and malicious activities. Moreover, reducing the feature set significantly
decreases the computational complexity of the subsequent classification phase, resulting
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in a more efficient intrusion detection system [16]. In addition, mutual features — those
deemed significant by both algorithms — are identified [17]. By focusing on these mutual
features, the methodology capitalizes on the strengths of both FPA and PSO, ensuring
that the selected features are highly relevant for accurate activity classification within the
[oT network.

For the fitness function used in this paper, an additional parameter called ‘error’ is
introduced. This parameter accounts for the weights of the attributes and aids in mini-
mizing the error rate, as depicted in Equation (1). Here, the alpha value is set at 0.99,
while the beta value is calculated as 1—a. The cost function is further defined by Equation
2) 18],

error = errorrate(Xtraina Y;frain) (1)
Number Features ()

2.2.1. Particle swarm optimization. PSO is a population-based optimization algorithm
that uses a swarm of particles. Each particle represents a potential solution and is char-
acterized by its position, which indicates its quality, and its velocity, which denotes the
speed and direction of its movement in subsequent iterations. A particle’s position and
velocity are expressed as two-dimensional vectors, the size of which corresponds to the
problem’s dimensionality. Furthermore, a fitness function evaluates each particle’s posi-
tion, and the best position (pbest) that each particle has discovered so far is recorded and
shared among the swarm. In the standard PSO, a fully connected topology is employed
to identify the global best position (gbest) for the entire population. In contrast, some
typologies substitute gbest with a local best lbest. These best positions are then used to
adjust each particle’s velocity, which in turn determines its position based on Equation
(3) and Equation (4) [19, 20, 21], where v, and 2!, denote the velocity and position of
the ith particle in dimension d at time ¢, respectively. The inertia weight (w) refers to
the particles’ moving momentum. At time ¢, p}, represents the pbest and gbest positions
in dimension d, respectively. Acceleration constants are represented by ¢; and ¢y, while
r1; and r9; are random values uniformly distributed between 0 and 1 [19, 20].

Cost = a x error *
+6 Max Features

Vit = wr vl 4 ok x (g — 2ly) + co Ty (pZd =) (3)
Tt = iy v (4)

2.2.2. Flower pollination algorithm. FPA is a nature-inspired algorithm introduced by
Yang in 2012 [27]. It is fundamentally based on the pollination process observed in flow-
ering plants and operationalizes the mechanisms of both global (biotic) and local (abiotic)
pollination, ensuring effective exploration of the solution space. In its global pollination
phase, FPA generates a population of solutions, represented as flowers, each containing a
unique candidate solution known as pollen. These pollens are shared among the flowers
through a mechanism called Levy flight, which is inspired by the long-distance flights
undertaken by certain pollinators. This process allows the algorithm to make significant
leaps across the solution space, thereby promoting exploitation. Conversely, in its local
pollination phase, FPA fine-tunes solutions based on differences between them and their
neighboring solutions. This mechanism, inspired by the natural dispersal of pollen by
wind, enables the algorithm to explore the solution space more thoroughly, refining solu-
tions that are close to known optimal ones [22]. Moreover, there are four rules that apply
in FPA as follows [22, 23]:

1) Biotic and cross-pollination are components of global pollination, carried out by pol-
linators following a Levy flight distribution,

2) Abiotic and self-pollination mechanisms trigger local pollination,

3) The likelihood of reproduction between two flowers is influenced by their level of sim-
ilarity, also referred to as flower constancy,
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4) A switch probability, ranging between 0 and 1, governs the selection between local and
global pollination.

2.3. Light gradient-boosting machine. In 2017, Microsoft introduced the Light GBM,
a model that has gained prominence for its reduced computational time compared to Ex-
treme Gradient Boosting (XGBoost). Due to its speed, efficiency, and accuracy, Light-
GBM has quickly become popular in the machine-learning community, offering several
advantages over traditional gradient-boosting methods. As a gradient-boosting frame-
work, Light GBM employs tree-based learning algorithms and works on the fundamental
principle of gradient boosting. This involves the incremental and sequential construction
of a model while optimizing a differentiable loss function. Light GBM sets itself apart by
incorporating innovative techniques such as Gradient-based One-Side Sampling (GOSS)
and Exclusive Feature Bundling (EFB). These strategies significantly accelerate the model
training process and optimize memory usage, respectively [24, 25].

3. Results and Discussion. In this section, the findings are presented and the exper-
imental results of the proposed approach are analyzed. To ensure the consistency and
reliability of these results, all experiments were conducted on a dedicated system. The
specifications for this computational environment are detailed in Table 1.

TABLE 1. System specifications for experimental setup

Component Specification
Operating system Windows Server 2016 Datacenter
System architecture 64-bit
Memory (RAM) 64 GB
Processor Intel(R) Xeon(R) Silver 4314 CPU @ 2.4 GHz
Number of processors 12
Programming language Python 3.11

On the other hand, fine-tuning the hyperparameters of both PSO and FPA is essential
for optimizing performance in the specific task at hand, aiming to strike a balance between
exploitation and exploration. The meticulous tuning of these hyperparameters can have
a significant impact on the overall efficacy of the algorithms. Table 2 details the specific
hyperparameters for PSO and FPA used in the proposed approach.

TABLE 2. PSO and FPA hyperparameters

Algorithm Parameter Variable Value
PSO + FPA | Fitness function FF | Equation (2)

Max iteration 1 100
Population size N 10
PSO Cognitive component c1 1.5
Social component Co 1.5

Random values 1, T2 [0, 1]
Inertia weight w 0.9
Dimension dim 7
FPA Levy component B 1.5
Switch probability P 0.8

After optimizing the hyperparameters for both PSO and FPA, significant results em-
erged. For PSO, the algorithm selected a set of 21 features from the initial dataset, en-
hancing the model’s performance and emphasizing the effectiveness of PSO in identifying
crucial features while eliminating redundant ones. With a fitness value of 0.14606670, PSO
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proved competent for this specific task. In contrast, FPA selected a larger set than PSO
of 34 features after its parameter optimization. Although the computed fitness value for
FPA was 0.14474929, suggesting a good solution, it was slightly less optimized compared
to PSO, given that a lower fitness value indicates a more optimal solution. Moreover,
Figure 4 plots the evolution of fitness function values over a series of iterations for both
PSO and FPA. Each point on the curve reflects the fitness value of the best solution
for that respective iteration. The curves for both algorithms show a trend of decreasing
fitness values over iterations, signaling a continuous improvement in solution quality.

The contrast in feature selection between the two algorithms and their respective fitness
values highlights the influence of their distinct search strategies. Further, it indicates
that while both algorithms effectively reduce the problem’s dimensionality, they may not
always converge to the same solution. Table 3 presents the feature selection results for
each algorithm, sorted by index, along with the results from the MIFS method.

TABLE 3. Overview of feature selection experiments

Algorithm| Best FF Fe;t:re Feature selection
z
PSO |0.14606670] 21 |[0 56 16 24 26 31 38 39 47 50 52 53 56 58 62 63 65 66

68 71]

FPA  ]0.14474929| 34 |[12589 1016 17 19 21 24 28 32 33 34 37 38 44 47 48
49 50 53 54 55 57 58 59 62 65 66 69 71 74]

MIFS — 11 |[5 16 24 38 47 50 53 58 62 66 71]

During the feature selection experiments, the MIFS method identified 11 features that
significantly influenced the performance of the LightGBM model. The descriptions of
these features are provided in Table 4.

Due to the nature of [oT networks, which consist of heterogeneous devices with limited
resources, a lightweight classification algorithm is highly desirable for an efficient security
system. Accordingly, the Light GBM model is considered an optimal choice for ensuring
excellent performance in [oT network security systems [26]. This claim is further substan-
tiated by the results shown in Table 5, which indicate high detection accuracy, especially
after the feature selection process.

With respect to the model trained on a feature set of 77 features, the recorded accuracy,
recall, precision, and Fl-score range between 86% and 88%. Although this set contains
a large number of features, these performance metrics fall short when compared to mod-
els trained with fewer features. This discrepancy may arise from noise or redundancy in
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TABLE 4. Feature selection description

ID Feature Description

5 Protocol The type of protocol used for data transmission.

16 | Bwd_Pkt_Len_Max | The maximum size of the packet transferred backward during a
transmission.

24| Flow_IAT Max |The maximum time interval between two consecutive packets
transmitted within the flow.

38| Fwd_URG_Flags |Flag that marks the urgent data needing to be sent forward.

47 Pkt _Len_Std The standard deviation of packet length.

50| SYN_Flag Cnt |The number of synchronizations in a packet.

53| ACK_Flag_Cnt |The number of acknowledgment flags in a packet.

58| Pkt _Size_Avg |The average size of packets transferred during a session.

62| Fwd_Pkts/b_Avg |The average size of forwarding packets per bulk.

66 | Bwd_Blk_Rate_Avg|The average rate of data blocks transferred backward.

71 [Init_Fwd_Win_Byts|The initial size of the forward window byte.

TABLE 5. LightGBM results

Feature size | Accuracy | Recall | Precision | F1-score
7 87% 88% 86% 87%
21 89% 90% 88% 89%
34 91% 92% 90% 91%
11 98% 98% 98% 98%

the extensive feature set, potentially undermining the model’s performance. Conversely,
when the feature set is reduced to 21 or 34 elements, there is a notable enhancement
in all performance metrics. This improvement indicates that a condensed feature set al-
lows the model to focus on the most influential data, thereby boosting its predictive
accuracy. Intriguingly, the model trained with the smallest feature set, containing just 11
elements, achieves the highest performance in all metrics, consistently scoring 98%. This
result indicates that these 11 features are likely the most effective in terms of predictive
capability.

4. Conclusions. This paper enhances the field of IoT security by both introducing ro-
bust intrusion detection and leveraging machine learning and nature-inspired optimization
algorithms. The proposed approach employed MIFS augmented by the FPA and PSO
for feature selection and used LightGBM for classification. However, the empirical val-
idation affected based on the IoTID20 dataset effectively manifested the proficiency of
the proposed methodology, attaining preeminent performance in a variety of evaluation
metrics, namely accuracy, recall, and F1-score. Interestingly, the model incorporating the
most reduced feature set, comprised of merely 11 features, reported the most commend-
able performance across all evaluation metrics. This outcome significantly emphasizes the
criticality of efficient feature selection strategies in augmenting the predictive accuracy of
machine learning models. While these results are encouraging, future work could focus on
further refining the feature selection and classification models, testing the methodology
on different IoT datasets, and comparing the approach with other machine learning and
optimization techniques.
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